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Appendix C: Pl Account Details is provided as a separate document (A-6).°%7

Appendix H: Data Delivery Flight Dynamics Products is provided as a separate document (A-4).
Appendix I: Request Dialogue XML schema is provided as a separate document.(A-7)
Appendix J: Mars Express Auxiliary files

Appendix K: RMCS/MEMCS Products.
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1.

1.1

1.2

1.3

1.4

1.5

1.6

Introduction

Purpose

The purpose of this document is to define the data delivery interface between the
Rosetta, Mars Express, and Venus Express "°%*%® Mission Control Systems (RMCS,
MEMCS and VMCS "°"*®) and their respective science communities.

The RMCS, MEMCS and VMCS P“®*% systems are located at the European Space
Operations Centre (ESOC) in Darmstadt Germany, and used for the control and
monitoring of the Rosetta/MEX/VEX °“F**® spacecraft following launch. The functions of
the Mission Control Systems are described in the reference documents R-1 and R-2.

The systems are large and complex comgrising a number of separate components. The
component of the RMCS/MEMCS/VEX °“®*% " which is responsible for supporting the
interface to the science communities is called the Data Disposition System (DDS).

Scope

The format of the following three types of data are defined in this document.

a) Requests for on-line data sent by the Principal Investigators (Pis) to the DDS
b) The on-line data sent by the DDS to the Pis, in response to their requests

c) Off-line full data sets on Raw Data Media (RDMs) sent from the DDS to the Pis

Together with R-3, this document defines the complete interface between the
RMCS/MEMCS/VMCS P°"*% and the science communities.

Summary

This document the Data Delivery Interface Document (DDID) is the Interface Control
Document (ICD) governing the data delivery of the RMCS/MEMCS/VMCS %% to the
Pis.

In addition to the formal definition of the interface, this document aims to provide a basic
overview of the Standard Formatted Data Unit (SFDU), which is used for the packaging of
the data delivered.

Amendment History

As stated in the Document Change record at the start of the document.”“?%%°

Change Forecast

No major updates are planned.”“?%#

Applicable Documents

A-1. Recommendation for Space Data System Standards: Standard Formatted Data
Units — Structure and Construction Rules (CCSDS 620.0-B-2.1, Blue Book, Issue
2, Consultative Committee for Space Data Systems, November 1996).

A-2. ESA Packet Telemetry Standard (ESA-PSS-04-106).

A-3. Rosetta/MEX Generic TM/TC ICD, MEX-MMT-IF-0936, Issue 2, Rev. 2, 30"
August 2001 PeR#8
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A-4. Data Delivery FD Products RO-ESC-IF-5003/MEX-ESC-IF-5003/VEX-ESC-IF-5003
Appendix H, Issue 3.2, 1% July 2006 P<R%*
A-5. Rosetta Project Glossary (RO-ESC-LI-5001, Issue A0, 15" May 1999)
A-6. Pl Account Details. RO-ESC-IF-5003/MEX-ESC-IF-5003/VEX-IF-5003 Appendix
| C, Issue C3, 1% 21/08/2007 PCR188: PCR21S
A-7. Generic DDS request dialogue XML schema. RO-ESC-IF-5003/MEX-ESC-IF-
| 5003/VEX-ESC-IF-5003 Appendix I, Issue C3, 1 21/08/2007 P°R 3% 139
A-8. SOP-RSSD Software Specification Document,
SOP-RSSD-SP-002_2.0_PTR_Software_Specification_Document_2002Aug06., 06
Aug 2002 P°F?*
A-9. IFMS-OCC Interface, Interface Control Document,
Ref. /MakaluMedia/MR/IFMS/ICD/FTP-OCC, Issue 9.3.1, 09 April 2003°¢R?4
A-10. VEX Generic TM/TC ICD, VEX.T.ASTR.ICD.00326, Issue 2.0, 3" Feb 2004
1.7 Reference Documents
R-1. R(ME)MCS User Requirements Document (RO-ESC-RS-5310, Issue 2, 19" June
1998).
R-2. R(ME)MCS Software Requirements Document (RO-ESC-RS-5320, Issue B3, 15"
Dec 2000).
R-3. RMCS/MEMCS Command Request Interface Document (RO-ESC-IF-0004, Issue
C1, 1 July 2005°°R%%"),
R-4. Report Concerning Space Data System Standards: Standard Formatted Data Units
— A Tutorial (CCSDS 621.0-G-1, Green Book, Issue 1, Consultative Committee for
Space Data Systems, May 1992).
R-5. Recommendation for Space Data System Standards: Standard Formatted Data
Units — Control Authority Procedures (CCSDS 630.0-B-1, Blue Book, Issue 1,
Consultative Committee for Space Data Systems, June 1993).
R-6. Recommendation for Space Data System Standards: Time Code Formats (CCSDS
301.0-B-2, Blue Book, Issue 2, Consultative Committee for Space Data Systems,
April 1990).
R-7. Recommendation for Space Data System Standards: Parameter Value Language
Specification (CCSD0006) (CCSDS 641.0-B-1, Blue Book, Issue 1, Consultative
Committee for Space Data Systems, May 1992).
R-8. Report Concerning Space Data System Standards: Parameter Value Language —
A Tutorial (CCSDS 641.0-G-1, Green Book, Issue 1, Consultative Committee for
Space Data Systems, May 1992).
R-9. Recommendation for Space Data System Standards: ASCII Encoded English
(CCSD0002) (CCSDS 643.0-B-1, Blue Book, Issue 1, Consultative Committee for
Space Data Systems, November 1992).
R-10. MARS Express MCS Delta User Requirements Document (MEX-ESC-RS-5310,
Issue 1, 11" September 2000).
R-11. W3C Recommendation — Extensible Markup Language (XML) 1.0 (Second Edition,
6 October 2000) (http://www.w3.0rg/TR/REC-xml)
R-12. W3C Recommendation — XML Schema Part 0: Primer (2 May 2001)

(http://www.w3.0rg/TR/xmlschema-0/)
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R-13.

R-14.

R-15.

R-16.
R-17.

R-18.

R-19.

R-20.

R-21.

R-22.

A-11.

W3C Recommendation — XML Schema Part 1: Structures (2 May 2001)
(http://www.w3.org/TR/xmlschema-1/)

W3C Recommendation — XML Schema Part 2: Datatypes (2 May 2001)
(http://www.w3.org/TR/xmlschema-2/)

Consolidate Report on Mission ANALYSIS (CREMA) (MEX-ESC-RP-5500) Issue
2.

MEX Space Ground ICD (ME-ESC-IF-5001, Issue 4.1, 16" December 2002) P¢R#8

Rosetta/MEX Software User manual for the PM firmware (Firmware TM/TC ICD),
RO-SES-TN-2029, Issue 7, 25" October 2001 "****®

Rosetta/MEX DMS-SW (and AOCMS-SW service layers) TM/TC ICD,
MEX.MMT.IF.0750, Issue 3, Rev. 0, 15" January 2003 °*%**®

Mars Express SSMM TM/TC and Software ICD, MEX.MMT.IF.0365, Issue 2, Rev.
1, 31% January 2002 P°R#8

Mars Express AOCS Application Software TM/TC ICD, MEX-MMT-IF-0861, Issue
4, Rev. 0, 4" March 2002 °°"*'8

Rosetta/Mars Express Star Tracker TM/TC and Software ICD, MEX-MMT-IF-0463,
Issue 4, Rev. 0, 19" November 2001 PCR?8

Mars Express Payloads and Lander TM/TC and Software ICD, MEX-MMT-IF-1264,
Issue 3, Rev. 0, 24" January 2003 P°R*'®

VEX Space Ground ICD VEX-ESC-IF-5002, Issue 2.3, 16" February 2004

1.8 Abbreviation

All abbreviations and acronyms used in this document are explained in Applicable
Document A-5.
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2. Operational Assumptions and Constraints
2.1 Assumptions

1. The requirements are as defined in chapter 3.

2.2 Constraints

1. No special constraints have been identified.
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3. Requirements

3.1 Functional Requirements

The RMCS/MEMCS/VEMCS functional requirements regarding the data delivery interface
to the Pis are described in:

e R-1 Section 9.2 (Data Disposition System)
e R-2 Section 11 (Data Disposition System)

These requirements are outlined below.

3.2 On-line Data Delivery Requirements

The following requirements are taken from R-1.
1. Data shall be delivered to the users by file transfer or across a Web interface .
2. Each transfer shall take place as a result of a user request for data.

3. The system shall function in a client-server mode, that is it shall respond to requests,
and not in an interactive mode. The DDS shall act as the server.

A single request file from the user shall contain one request command.
A single request command shall be able to request:

e Asubset of packets from a specified data source (i.e. APID) PR3

e A single auxiliary file (e.g. orbit, attitude, calibration data, etc.)

e A set of auxiliary files of a specific type, covering a specified time range.
e Alist of all data in the archive available to the DDS (i.e. a catalogue)

6. In the nominal case, the DDS shall supply the requester with the following
information, all within the same file transfer:

e An acknowledgement of his request.

e A catalogue entry, giving identification information about the data supplied; this
shall include source/type identification, time period spanned by the data, etc.

e The requested data set itself.

7. In the non-nominal case, i.e. failure to satisfy the request, the DDS shall supply the
requester with an error message in the acknowledgement.

8. The requester should receive the start of the requested data from the DDS within 15
minutes after the DDS receives the request.

Obviously, this is subject to the data volume requested and system and network load,
especially during a ground station pass phase.

9. Data shall be available on-line to the users for 3 months after acquisition from the
spacecraft.

10. The DDS shall limit access to the data to a list of authorised users.

11. The DDS shall allow each user to queue up to 12 requested data files at any one
time.
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12. The DDS shall be able to deliver at least a total of 1000 °“% %** Mbytes in a single day
(from 00:00:00 inclusive until 00:00:00 of the next day exclusive)

13. If a single requested data file would result in the total data delivered in a single day to
exceed the maximum permitted, then the whole of that file shall not be delivered. Any
further requests exceeding this limit shall be rejected by the DDS, and a suitable error
message returned.

14. There shall be a configurable split of the maximum data delivery quota between the
various users. The maximum quota per user per day shall be decided by consultation
between the users and the Project Scientist. The quota per user shall be configurable
by software support.

The following additional requirements were identified during the review of R-2.

15. It shall be possible to request telemetry data with a sample rate N, indicating that
every N™ packet within the specified time window shall be delivered.

16. The use of wild cards for catalogue queries shall be supported.

The foIIowing additional requirements were identified during review of Draft A4 of this
document. %

17. It should be possible to configure the system to automatically send selected Auxiliary
files to PI, if a new version of the file is received by the system.’®

18. It should be possible to configure the system to automatically send selected TC/TM
data periodically to a designated P!I. %%

Off-line Data Delivery Requirements

Note: Off-line data delivery may only be required to produce a suitable archive

; S mrnhivaY it et fmr Becatta DCRUZZ ot meta Far
Express_(with a copy to the ESOC archive), but not for Rosetta . Requests for
RDM delivery are not allowed via the Web or FTP interfaces. RDM production is
always initiated inside ESOC using the automatic scheduler. "%

1. The data shall be delivered on a random access raw data media (RDM). For Mars

Each RDM shall contain a (configurable — the same for all RDMs once established)
integer number of days worth of data. The start of each day is defined as the first data
packet time stamped at 00:00:00.00 time (midnight) inclusive or the first packet after this
time, and the end of the day is defined as the latest packet time stamped before

- - [ Deleted:

- [ Deleted

- CD-ROM. PCR227

00:00:00.00 time (midnight) of the nextccliq%. The default number of days is set to ‘)’ days - [ Deleted: *

2. If more than one RDM is needed to store the defined number of days worth of data,
then the first RDM for the first day of the period will be filled until a predefined limit is
reached, and then a second RDM continued from that point onwards. There will
therefore be a certain point in time (dictated by the predefined limit) at which all the
data streams will continue on the second RDM. This can of course be applied to a
third or fourth RDM, there being maximum handling limit of 4 RDMs.

It is recommended to set the default number of days such that normally only one RDM
is required for each period.

3. Only auxiliary data relevant to the same period as the actual telemetry data shall be
delivered on each RDM.
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4. All data on the RDM shall be accompanied by the relevant data format descriptions.
These shall be contained on each RDM.

In this way each RDM is completely self-describing. The overhead of repeating the
data descriptions on each RDM is negligible given the anticipated capacity of the
RDMs.

5. The RDM production system shall allow delivery of the RDMs to the authorised
distribution list within 1 month of reception of the same data at the OCC. "%

6. The split by day is based on the following time key associated to each TM packet: On
Board Generation Packets time (equivalent to the Source Packet Generation
time).DCR 015
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Introduction to Standard Formatted Data Units

The driving requirement for the formatting of data on the DDS is the need to handle a
variety of packet sizes (e.g. the instrument data packets and the various packets of
auxiliary data) and file sizes. The number of packets in the various files over a given time
span can differ according to the planned operations of the corresponding instruments. For
delivery of data on the RDM, the data must be delivered complete with data format
descriptions so that each and every RDM is stand alone and does not require any
external documentation or knowledge to understand the data. There must be a simple
method of linking these data descriptions with the data that they describe. Furthermore,
there must be no significant overhead imposed on the Rosetta/MEX/VEX "“**%® science
communities by packaging techniques or structuring of the delivered data, whether it be
on-line or off-line delivery.

The particular technique proposed corresponds to an already published CCSDS
Recommendation, see A-1, defining structure and construction rules for the Standard
Formatted Data Unit (SFDU).

The SFDU concept is applied to Rosetta/MEX/VEX's °“**?® on-line data delivery in a very
simple way, so that the overhead to the Pis is minimal, and in the extreme situation, the
Pis can treat the extra header fields involved as “spare” bytes.

For off-line data delivery on RDM, SFDUs are also used. They provide a method of
packaging together and logically labelling (identifying) all the files on the RDM. The data
files shall be accessible directly with no SFDU labelling overhead for those science
community members who wish to access some particular data and already know exactly
where that data is on the RDM. However, the SFDU packaging used for the data on the
RDM shall allow science community members with no previous knowledge of the file
structure being used to find and retrieve data and its relevant description.

An awareness of the SFDU concept shall help each science community member to build
a more resilient data handling system and provide better visibility of data structures,
particularly for common data and if needed, interchange of data between science
community members. The SFDU concept also provides a technical and administrative
framework for handling and exchanging of data descriptions.

Appendix F gives a brief description of the SFDU concept and the data packaging
techniques used sufficiently enough to permit understanding of the SFDU implementation
proposed in this document. This appendix must first be understood so that the data
structures presented here can be followed. The interested reader is recommended to
read A-1 for a full description and R-4 for a tutorial on the SFDU concept.
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4, Interface Characteristics

4.1 Interface Location and Medium

The three interfaces are described in turn.

DCR129 088

a) The requests for on-line data are made via FTP Web interface.

b) The on-line data sent in response to requests, can be returned via "***?* FTP or the
Web interface. The request indicates the response type to be used and the options
available are dependent on the type of request. The following table shows the
possible combinations: °*®

Request Response

Web Interface Request Table D  FTP single file containing all data
relating to the request to specified Pl
node

b) Return data via Web interface

FTP Request FTP single file containing all data relating to the
request to specified Pl node

- {Deleted: CD

T [ Deleted: %

4.2 Hardware Characteristics and Limitations

The DDS hardware comprises a Sun/Solaris 8 server with 1GB memory.P°R %46

The PI hardware shall support:
a) Web interface for on-line data requests and responses
b) PR9TP for making on-line data requests and %2 receiving the on-line data files

c) RDM reader for reading the off-line data sets

4.3 Data Source, Destination and Transfer Mechanism

The data source is the DDS. The data destination is a computer at the PI home institute.
The transfer mechanism is:
a) Web interface for the on-line data requests and responses °*

b) All file transfers are performed with standard FTP, subject to the special two step
process identified in section 5.2, PR 908 PR 129

c) RDM for the off-line data sets (long term archives, not to Pis)

4.4 Node and Device Addressing

See Appendix C.
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4.5 Relationships with other Interfaces

Together with the Command Request Interface Document (CRID, ref. R-3), the DDID
defines the complete interface between the RMCS/MEMCS/VEMCS and the science

communities.
This DDID is broadly based on the Cluster DDID.
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5.

5.1

Access

Interface Utility Software

DCRIZ9 s foreseen.

No interface utility software over and above a Web interface
The user can make their request in one of two ways: %

e Through a Web interface

e Via "®?°FTP ysing an ASCI file to contain the request
The Web interface can be found at the following URLs""
e For Rosetta, http://rodds.esa.int
e For Mars Express, http://medds.esa.int

e ForVenus Express __http://vedds.esa.int "“**?

The P°R*2°FTP interface can be found at the following URLS
DCR168

e For Rosetta, ftp://rodds.esa.int

DCR168

e For Mars Express ftp://medds.esa.int

DCR252

e For Venus Express ftp://vedds.esa.int

Access is protected by user name and password, and requires the user to contact ESOC
to obtain access to the protected pages of the site. Both the °“**?° FTP interface and the
Web interface support the following requests:

o Define and submit an on-line data request
e Receive on-line data responses
e Receive error messages

El))caétl%odelivered by the DDS via FTP will come from one of the following IP addresses:

e ESOC firewall, 195.74.161.170 or 195.74.161.173
o Rosetta DDS, 195.74.173.230

e Mars Express DDS, 195.74.173.232

e Venus Express DDS  195.74.163.148 P°R%®

Any queries re'garding the DDS should be sent by email to the DDS support account for
the mission; P<R148

e Rosetta: rosetta.dds@esa.int
e Mars Express : mex.dds@esa.int Formatted: German
e Venus Express vex.dds@esa.int**~>*> (Germany)

Field Code Changed

Formatted: German
(Germany)

Formatted: German
(Germany)

a
J?\x[
-]

{
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Failure Protection, Detection and Recovery Procedures

In the case of transmission failure of on-line data, the DDS will try and retransmit the file a
number of times (configurable by DDS support at ESOC). If a Pl does not receive a either
a reply or an error message within 2 hours, then he must assume that the request has
failed and resubmit the request.

In order to protect against partial transmissions and difficulties of knowing when a transfer
is complete, FTP transfers in both directions must use a two-step process using a
temporary filename, as demonstrated in the example below: P<R*?

ftp>put request. XML request. TMP
ftp>rename request. TMP request. XML

Otherwise, no failure protection, detection and recovery procedures over and above those
provided by the Web interface and FTP are foreseen. In the case of continued problems
with the system the contact points, given in section 9.2, should be followed. %’

File Naming Convention

The file naming conventions are defined in section 7.1.3.3 and 7.13.2.

Storage and File Detection Requirements

For on-line data, the Mars Express DDS shall provide access for at least 3 months after
acquisition from the spacecraft. Older data is available on the RDMs.

While the Rosetta DDS shall provide access to the on-line data for the entire mission
duration.

There are no file detection requirements.

Security Requirements

The computers hosting the DDS software are located on ESOC'’s front-end LAN and are
accessible from outside ESOC. It should be noted that all other machines hosting the
RMCS/MEMCS/VEMCS software are located on ESOC’s operational LAN, which is
protected from the DDS by a bridge.

For on-line data requests:
e Access is restricted to a list of authorised users.

e The list of authorised users can only be modified with the permission of the Project
Scientist.

e The Web interface will be password protected.

e For each authorised user, the on-line data delivery will be made to a pre-sPecified
node, whose address can only be modified with the permission of the PI. PR

e All authorised users will be permitted to access the auxiliary data. Otherwise, users
will be restricted to accessing data from a particular experiment.

The RDMs will contain full data sets (i.e. all the common data and all the data from all the
experiments).

Data Integrity Checks

No data integrity checks over and above those provided by the protocol used are
foreseen.
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5.7 Backup Requirements

The DDS is foreseen to have a prime and back-up node, in case of failure.

5.8 Error Handling

In the event of invalid on-line data requests, or errors in transferring the on-line data, error
messages will be reported to the user, as defined in Appendix B.

The problem reporting procedure for Pis is also described in Appendix B.

Since the public internet is used, outages of several days are possible. P¢% %4

5.8.1 Transport/Network Layer

DDS is accessible over the public internet.

Specific Network / Routings from particular users are not defined in this document.

5.8.2 Application Layer

See above.
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Detailed Interface Specifications

Data Structure

The three interfaces are described in turn.
a) The on-line data requests, via "“****FTP or Web Interface %

b) The on-line data responses, via "“*?FTP or Web Interface °*®

c) The off-line data are transferred on RDM i.e. DVD-ROM for Mars Express and Venus

Generation Method

The on-line data responses % are generated by extracting data from the

RMCS/MEMCS/VEMCS Data Archive System (DAS). The DAS is a repository for all
RMCS/MEMCS/VEMCS data, and provides services to allow other components of the
RMCS/MEMCS/VEMCS software to read from and write to the archive. In contrast to the
other RMCS/MEMCS/VEMCS components, the DDS accesses the DAS from outside the
ESOC operational LAN.

In the case of Telemetry Data, the data will be available for retrieval as soon as stored at
g@ge MCS. For VCO this is normally within seconds of reception at the ground station "%

The off-line data files are generated by an RDM production facility. This again uses the
DAS. (Note: the DAS shall not be confused with the long term data archive)

In addition the DDS can be configured to automatically send certain data to designated
Pis. The data that can be sent are: %°

Data Type What is Sent to PI When is data sent?
Auxiliary File Complete file When a new version of the auxiliary
file is archived in the DAS
Telemetry A single file containing | In a configured periodic cycle.
Packets all Telemetry packets for

a given APID, type,
subtype, pl, p2 values
BeR oty over a configured
time period

Telecommands®™ | A single file containing | In a configured periodic cycle. °°F*'®
R318

the specified TC
information over a

configured time period.
DCR3L:

A Pl must register their interest in such a service by contacting ESOC, who will validate
the request, and configure the system to support the service requested.

For automated telemetrdy packet delivery, the information required to configure automatic
requests includes PR %

e A nominal on-line request, including necessary keywords.

o Nominal Start time for automatic request process.
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- {Deleted: CD

- [ Deleted: **®




Rosetta/Mars Express/Venus Express Mission Control System (RMCS); 15

DDID
Data Delivery Interface Document 21/08/2007
RO-ESC-IF-5003, MEX-ESC-IF-5003, VEX-ESC-IF-5003 Issue C3
e Request Frequency
e Start/end times expressed as a delta time from each request
For example, if the user wants data every 24 hours, he might one might configure for
00:00:00 (midnight) on 1-Jan-2002 with 24 hour frequency, start time —25 hours end time
—1 hour, to give automatic delivery of data from 11pm to 11pm, once per day..”“"°
6.3 Data Passed Across the Interface and their Direction
The data, which is passed across the interface, and the direction in which it is passed, is
summarised in the table below.
Data Item Where Defined Direction
On-line Data Request 7.1 To the DDS
On-line Response 7.2 From the DDS
Acknowledgement 7.3 From the DDS
Catalogue Entry 7.4 From the DDS
On-line Data 75 From the DDS
Telemetry Data 7.6 From the DDS
Command History Data ** 7.7 From the DDS
Auxiliary Data 7.8°°R% From the DDS
Catalogue Data 7.9 From the DDS
Error Message 7.10 From the DDS
Off-line Data Delivery 7.11 From the DDS
RDM (SFDU View) 7.12 From the DDS
RDM (File View) 7.13 From the DDS
6.4 Size and Frequency of Transfers

For the on-line delivery of data, the DDS is sized to handle a total of 1000 °“% %** MB per
day (see reference document R-15). Within this overall limit, each PI will receive his own
daily quota. At any one time, a Pl may queue up to 12 requests.

Nominally, each RDM will contain 1 (one) day's worth of data. It should be noted,
however, that:

e The production rate may be reduced during periods of low data generation. In this
case, an RDM will contain an integer number of days of data

e The production rate may be increased during periods of high data generation. In this
case, up to 4 RDMs may be produced to hold one day’s data.

The DDS can be configured to send certain types of data automatically to Pls.
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6.5 Timing and Synchronisation Requirements

For on-line data delivery, the DDS should nominally receive the start of the requested
data within 15 minutes after the DDS receives the request. (This is subject to the data
volume requested and network-load.)

For off-line data delivery, the MEDDSP“***® should nominally deliver the RDMs within 3
weeks, VEDDS within TBD days "°"*%. (In order to generate a consolidated data set, the

DDS needs to wait for dump data from the satellite.)

For automated data degg\éery, the DDS should nominally deliver the following types of data

within the given limits:

Data Type

Delivery Period

Auxiliary Files

Will be forwarded immediately on
receipt. Subject to exceptions specified
in Appendix A P°R'®®

Telemetry Data

At a regular, configurable rate
containing a configurable period.

Telecommands

DCR318

At a regular, configurable rate
containing a configurable period. °***®

Notes

o Data being delivered automatically may also be requested for normal online delivery.

e |If an automatic delivery is missed (e.g. The DDS is down) then a normal online

request must be made for the missing data.
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7. Data Definition

This chapter defines the characteristics of the data items listed in section 6.3.
7.1 On-line Data Request
7.1.1 Data Item Characteristics

The user can make an on-line data request in one of two ways:
e Through a Web interface
e Via P“RTP using an ASCII file to contain the request. The FTP transfer is
subject to a special process, described in section 5.2. "R 1?7
This section describes both methods. %

The Web interface maps to the XML/XSD based ASCII file interface, therefore structure
and format information is given using the XML schema definition (XSD). All in built XML
types have an xsd: prefix (see R14 for more details).

NOTE: An example of the XML request file and the corresponding Web page are given
for each request type.

The XML schema is defined in Appendix | (A-7).

7.1.2 Header Records
N/A

7.1.3 Data Records

Each request is made up of a single group:

Field XML type Description

OnlineRequest OnlineRequestType | Defines all the required information for a
single DDS request

7.1.3.1 OnlineRequestType group

The OnlineRequestType contains the following fields:

Field XML type Description
general RequestinfoType This defines the PI account, delivery
information, and format options.
Item (1 to n) DataltemType This defines the data to be requested.

This group can be specified only once
when building a request for Web or
Online Delivery "°R*

This group can be specified more than
once when building an RDM based
request.

Each of the fields in each of these groups is defined in the sections below.
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Attribute

XML type Description

userRequestld | xsd:string

Optional attribute that a PI can use to identify a
request. The corresponding response from the
DDS will have a matching userRequestld
attribute.

7.1.3.2  RequestinfoType group

Field XML type Description

comment xsd:string Free format string that can be used by the PI to identify
a request. This is not processed by the DDS.

UserInfo UserInfoType Contains information for identifying the Pl account.

Destlnfo DeliveryType Gives delivery method to use and delivery options such
as number of RDMs.

Formatinfo | FormatinfoType | Contains data formatting options such as compression,
SFDU formatting and mission specific format options.

Datalnfo DatalnfoType Contains options for specifying the overall data.
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UserlInfoType group
Field XML type Description
UserName xsd:string The Pl account name for this request.
FTPpassword | xsd:string FTP request password to use for this request.

NOTE: As a security measure

DCR 064

, the account password for accessing the DDS web

site and the password for FTP ASCII file based requests are different.

DeliveryType

group

The delivery group is composed of one, and only one, of the following fields:

Field XML type Description

RDM RDMDeliveryType Used to specify RDM based delivery. This group
contains fields relevant to RDM delivery.

FTP FTPDeliveryType Used to specify FTP based delivery. This group
contains fields relevant to FTP delivery.

Online OnlineDeliveryType Used to specify Online (Web) based delivery.
This group contains fields relevant to Online
delivery.

NOTE: The web interface will allow all three types of delivery, whereas the FTP interface
will only allow RDM and FTP delivery as Online makes no sense in this context.

NOTE: Requests °“®*# for RDM delivery are not allowed via the Web or FTP interfaces.

RDM production is always initiated inside ESOC using the automatic scheduler.

RDMDeliveryType group
The RDM delivery field does not contain any fields but has the following attributes:

DCR130

Field XML type Description

label xsd:string Label for the RDM. Must be specified, cannot be
blank.

NumCopies | xsd:positivelnteger Optional attribute specifying the number of copies
to produce. Default value if not specified is 1.

MaxSpan xsd:positivelnteger Optional attribute specifying the maximum
number of RDMs this request is allowed to span.
Default value if not specified is 1.

FTPDeliveryType group
The FTP delivery group contains the following fields:

Field

XML type

Description

directory

xsd:string

A valid path for the file on Pl FTP server, and will
be different for machines running UNIX and VMS.
This path is relative to the Default directory that is
configured for each user "%
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1

Can be blank.

Filename xsd:string Destination filename. Must be specified, cannot
be blank.

Target (0 to | ReqString P¢R'e® FTP target name of the FTP server to which the

response shall be sent. (If not specified, the
response will be sent to a pre-configured default
target.)

7.1.3.7  OnlineDeliveryType group
This group is not defined here as it is used internally by the web interface.

7.1.3.8  FormatinfoType group

The format info group contains the following fields:

Field XML type Description
compression CompressionType Used to specify compression method to use.
SFDUrequired | xsd:boolean Set to ‘true’ is SFDU is required, else set to
‘false’.

Note: If SFDU not selected then the delivered
data is ‘raw’, with no acknowledgement or
catalogue information "R °%

missionFormat

MissionFormatType | Optional field for specifying mission specific

formatting.

7.1.3.9 CompressionType group

The compression group can contain one of the following values:

Value

Description

NONE

No compression of data.

ZIP

This option specifies that the file to be delivered should be compressed
prior to transmission over the network, using the commonly available
‘ZIP' algorithm. Note, that the complete resultant file including
acknowledgement, catalogue and data will be compressed as a single
file. Packages for ‘UNZIPing’ the received compressed file are readily
available for all common hardware/software platforms, including UNIX,
VMS, DOS and Mac (these packages shall not be supplied by ESOC).
If a file has been compressed before transmission to the PI, then the
TargetSpec filename shall be appended with a “Z” character.

It should be noted that the throughput benefits of using the ZIP option cannot be
accurately assessed at present, as the degree of compression depends greatly upon the
content of the data being compressed

7.1.3.10 MissionFormatType group

See Appendix A for valid mission specific format details

DCR325
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7.1.3.11 DatalnfoType group

The format info group contains the following fields:
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Field

XML type

Description

(field deleted PR 1%%)

earliestStart

(optional)

xsd:dateTime

Earliest time that the
submitted to the DAS.

request can be

7.1.3.12 DataltemType group

The data item group contains the following fields:

7.1.3.13

Field XML type Description

DataType DataType Type of data to request. The permitted
data types are defined in Appendix A beR

DataSource xsd:string The permitted data source mnemonics
are defined in Appendix A. Typically a
data source is a particular APID, or
auxiliary data source.

CatalogueRequest | xsd:boolean Boolean used to indicate whether the
request is for catalogue information or
actual data. °F

Keyword (0 to n) RequestKeywordValue | Optional keywords for a request.

Can have multiple keywords specified,
each keyword mag/ also be specified
multiple times "¢}

OnEvent (0 or 1) EventValue Optional event for the request.

Note: Currently not supported "% °*°
filter (O to 1) FilterExpression Optional filter to apply to the request.

Partial Catalogues

The above values cover the requesting of data from all data streams with the exception of
the partial catalogue. In this case, an asterisk (*) is entered in either the DataSource or
the DataType field, and the PARTIAL.CAT data set is produced.

RequestKeywordValue group

The request keyword group can contain one of the following fields:

Field

XML type

Description

SampleRate

xsd:positivelnteger

This option indicates that following the first
entry after filter start time (or the first
packet if no filter) in the specified data
stream, every N entry is delivered, up to
the filter end time. The default value is a
sample rate equal to 1.
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The TM packets will be retrieved from four
different datastreams: VCO Real Time,
VCO Playback, VC1 Real Time and VC1
Playback.

The solution for applying the sampling rate
is the following. Skip each n records in
the individual history files and then merge
these packets together.

So for example if there is a history file
containing the same TM data type within
datastream_1 and within datastream_2,
and if the sampling = ‘n’, then one every ‘n’
packets are retrieved from each of the
history files in question and the result is
merged.”°R 00

VolumeSize

xsd:positivelnteger

This option specifies the maximum quantity
of data that the PI wishes to be delivered in
a single file. The rational for having this
option is so that a Pl can more carefully
control his permitted quota for on-line data
delivery. The default value is the Account’s
daily quota.

The value is the maximum number of bytes
specified in bytes (note, NOT Kbytes or
Mbytes). If this number would result in the
maximum quota for the day for that
Account being exceeded, then an error is
returned immediately.

In the situation where both a filter end time
and  VolumeSize®*R?®  options  are
specified, then the data delivered will be up
to the point of whichever is reached first.
For example, if the end time value was
14:00:00, the VolumeSize®“*?*® value
equalled 30000 and the experiment packet
time stamped 12:37:45 made the resultant
file delivered 30255 bytes, then the
delivery would stop at that point and would
not continue until the last packet before
14:00:00.

Note that the limits on daily data quantities
apply to the data before it has been
optionally ‘ZIPped’ for transmission over
the network (see next option).

The maximum value for this keyword is
2147483647, °°F1%

7.1.3.14 EventValue group

The event value group can contain one of the following fields:

Field

XML type

Description

Volume DCR206

xsd:positivelnteger

This option indicates that the request
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should not return until at least the specified
amount of data is available. The value is
specified in bytes.

Note: Currently not supported "% °*°

7.1.3.15 FilterExpression group

The filter expression groups allow the request to narrow down the returned data using
mathematical operators such less than, greater than, equals etc. It also allows these
simple filters to be combined using AND, OR, and NOT operations.

These operations are combined together is a tree notation to give precedence.

The filter expression group can contain one of the following fields:

Field XML type Description
unary UnaryNodeType Used with a unary NOT operation to
negate the expression tree contained in
this node.
Binary BinaryNodeType Used to combine two distinct expression
trees.
Leaf LeafNodeType Represents a simple filter such as ErtTime

>=19:00:00

7.1.3.16 UnaryNodeType group

The unary node group can contain one of the following fields:

Field XML type Description
unary UnaryNodeType See section 7.1.3.15.
binary BinaryNodeType See section 7.1.3.15.
leaf LeafNodeType See section 7.1.3.15.

The unary node ty

e has an attribute containing the unary operation to use:

Attribute

XML type

Description

operation

xsd:string

Must contain the value ‘'OP_NOT'.

7.1.3.17 BinaryNodeType group
The binary node group the following fields:

Field XML type Description
lhs FilterExpression The left hand side of the binary operation.
See section 7.1.3.15.
rhs FilterExpression The right hand side of the binary operation.

See section 7.1.3.15.

The binary node type has an attribute containing the binary operation to use:
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Attribute XML type Description
operation xsd:string Must contain the value ‘OP_AND’ or
‘OP_OR'.
LeafNodeType group
The leaf node group the following field:
Field XML type Description
ValuePair FilterKeywordValue The filter keyword value pair contains a

filterable keyword and a value, and is
compared using the leaf operation
attribute.

The leaf node type

has an attribute containin

the leaf operation to use:

Attribute

XML type

Description

Operation

xsd:string

Must contain one of the following value:
e 'OP_GT

e 'OPLT
e ‘OP_EQ

e ‘OP_GTE
e 'OP_LTE

FilterKeywordValue group

The filter keyword group is used to represent filterable keywords. It should be noted that
these are distinct from other keywords such as SampleRate which cannot be filtered on

DCR206

This group can contain one of the following fields:

DCR 001, 005.

Field XML type Description
SourcePktsGenTime MultiTime S/C Packet generation time = OBT
converted into UTC.
Applies only to TM packet data.
S2KpktsGenTime MultiTime SCOS-2000 (MCS) packet generation time
(=archiving time on the MCS of this TM
packet)
(Applies only to TM packet data with the
restriction that this keyword cannot be
used for retrieving data which are saved in
archive files that have been split from the
main online archive) "*%?"°
Type xsd:positivelnteger Packet Type
Applies only to TM packet data. If omitted
from a TM packet request, an imglicit
wildcard is assumed (i.e. Type = *).P°RM®
SubType xsd:positivelnteger Packet sub-type
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Applies only to TM packet data. If omitted
from a TM packet request, an implicit

wildcard is assumed (i.e. SubType = *).
DCR146

P1val xsd:positivelnteger Packet SID-1 value
Applies only to TM packet data. If omitted
from a TM packet request, an implicit
wildcard is assumed (i.e. P1val = ).
DCR146

P2val xsd:positivelnteger Packet SID-2 value

Applies only to TM packet data. If omitted
from a TM packet request, an implicit

wildcard is assumed (i.e. P2val = *).
DCR146

ExecutionTime

MultiTime

The TC execution time (**)
Applies only to TC packet data.

UplinkTime

MultiTime

The TC execution time (**)
Applies only to TC packet data.

Name

xsd:string

The name of an auxiliary file.
Applies only to Aux file data.

TimeSpan PR %%

MultiTime

Start of validity time associated to an AUX
file
Applicable only to flight dynamics Rosetta

and Mars Express attitude files and Mars
Express Orbit files.

Example of such a request is given below

(@)

Release

xsd:string

The Release of a file.

Applied only to Aux file. If the value is
blank then denotes latest release

Issue

xsd: string “F?%®

The Issue of a file. °°R*°

Applied only to Aux file. If the value is
blank then denotes latest issue.

(*) Here is
DCR222

TimeSpan

Assuming that the MCS Archive contains the following flight dyn. Attitude files:

iven an example of request of flight dynamics Attitude files with

DCR320

1. ATNM_FDSddd_DAP030108112233_00001.MEX
with 030108112233 = YYMMDDhhmmss (see Appendix H of the DDID)
2. ATNM_FDSddd_DAP030109112233_00001.MEX
3. ATNM_FDSddd_DAP030110112233_00001.MEX
4. ATNM_FDSddd_DAP030111112233 00001.MEX
5. ATNM_FDSddd_DAP030112112233_00001.MEX
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If the user requests the following data:

DataSource = ATNM (corresponds to ADID = EMEXATNM) with
TimeSpan > 2003-01-08T20:00:00.000 and

TimeSpan < 2003-01-11T20:00:00.000 2¢R?22

When doing a TimeSpan®“"??? search, the GDDS will return all files that are valid (even if

only for one second) within the given time range. In the above example, the files
numbered (1) (2), (3) and (4) will be returned into a gzipped UNIX tar archive using the
filename defined in the user's request (the usual extension of such a file is “tar.gz”). °***%

(**) TC Execution Time and TC Uplink Time Filter Keywords "“*"

The DDS users could see a small inconsistency between the Uplink and Execution Times
which are part of the DDS header of the returned TC packet with those times which were
specified in the DDS request (i.e. the filtering keywords of the DDS requests). This
should not affect the use of the DDS. Nevertheless it is recommended to request the TC
packets based on the "Execution time".

Further clarification is given here:

The first 16 bytes of a DDS CMD header contain the UplinkTime and ExecutionTime of
the following CMD packet.

If a request is made for a packet from the command history archive specifying the
UplinkTime to microsecond precision, the UplinkTime part of the DDS header will often
contain a different time to that in the request. The same also applies to request based on
ExecutionTime.

We would like to explain here the reason for this "small" inconsistency in the returned
DDS response. The first thing to understand is that there are 7 different times
associated with a SCOS-2000 telecommand (TC):

Specified Release Time

Specified Uplink Time

Specified Execution Time

Actual Uplink Time (updated after command verification)
Actual Execution Time (updated after command verification)

Packet Filing Time (primary filing key of the SCOS-2000 TC history file,
initialised to filing time of the packet which is also relatively closed to the "Uplink time")

Packet Creation Time (secondary filing key of the SCOS-2000 TC history file,
initialised to specified execution time)

The only feasible way for the DDS to retrieve packets from the SCOS-2000 archive is
based on either the primary or secondary key of the TC history files. These values are
"filing time of the packet" and "specified execution time" , respectively which are not
exactly the same as either Uplink Time or Execution Time, but in practice, not far off.

Each telecommand (TC) packet returned by the DDS contains a field in its header for the
Uplink Time and for the Execution Time. These are the the actual values for the
command, and correspond to the values viewed in the Telecommand History Display; but
neither of these correspond exactly to the value of the primary or secondary key for the
corresponding TC packet, but in practice, not far off

The DDS users could see a small inconsistency between the Uplink and Execution Times
which are part of the DDS header of the returned TC packet with those filtering keywords
times which were specified in the DDS request. This should not affect the use of the DDS.
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Neverheless it is recommended to request the TC packets based on the "specified
Execution time".

7.1.3.20 MultiTime group

The multi-time group is used to hold one of the different time formats that can be used.
The group is allows the interface to accept times without date components.

This group can contain one of the following fields:

7.1.3.21

7.1.3.21.1

Field XML type Description
a_dateTime xsd:dateTime See section 7.1.3.21 for examples.
(deleted) beRIT1
(deleted) beRITL
a_duration xsd:duration See section 7.1.3.21 for examples.
Notes:

e The hyphens ( - ), colons ( : ), letter "T" and letter "Z" are used as specific sub-field
separators. All sub-fields must contain leading zeros as necessary.

e (deleted) PR
e (deleted) PRt

e The intervscrgg? Date-Time separator (T) is required if both the date and time are

specified.

e |tis not permitted to omit sub-fields of the date or time specification.

e (deleted) PRt
(deleted) PR

XML built in types

This section briefly details the XML built in types used above. For a definitive guide refer

to reference document R13.

xsd:dateTime

The time specification for the XML xsd:dateTime type follows the CCSDS Time Codes
Format Standard (see R-6). The ASCII Time Code A format is used, this has the following

format:

YYYY-MM-DDThh:mm:ssZ

Where each character is an ASCII character, which have the following meanings:

YYYY The year with possible values 0001-9999
MM The month with possible values 01-12
DD The day of the month with possible values 01-31 (29-31 depends on month)
T Date-Time separator, always the ASCII character "T"
hh The hour with possible values 00-23
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mm The minute with possible values 00-59
SS The second with possible values 00-59
Z A mandatory terminator, always the ASCII character "Z"
xsd:boolean

The Boolean type is used for specifying either true or false values. It will not permit any
other values.

Possible values are:

Value Description

true Boolean value true.

false Boolean value false.

xsd:nonNegativelnteger

The non-negative integer type allows only non-negative values. Therefore values must be
greater than or equal to O.

xsd:positivelnteger

The positive integer type is a restriction on the non-negative integer type in that it cannot
be zero. Therefore values must be greater than or equal to 1.

xsd:string

The string type represents character strings in XML. The value space of string is the set
of finite-length sequences of characters.

xsd:duration

The duration type represents a duration of time XML. For a full description, see the
following page on the World Wide Web Consortium web site:
http://www.w3.ora/TR/xmlschema-2/#duration. °“F*™

File Format for ASCII based on-line FTP requests

For ASCIl FTP requests an XML (XML, see R-11) syntax is used. The XML document has an
associated XML schema (XSD), (Appendix | — see A-7) that enforces the expected structure and
content of the XML document. The schema is also defined in XML and as such can be used by
automated tools to validate DDS data requests. The advantage of using XML/XSD over a fixed
position data format or other proprietary formats is that the values are intuitively understandable and
self documenting to a human reader as they are written in pseudo-English. XML also allows any
amount of white space (space, carriage return, line-feed, tab, vertical tab) between any of the
language elements, along with comments, therefore the elements can be laid out clearly and is easily
human or machine interpretable. %
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A password will be required to make the request to the DDS. The password required for
FTP transfers will be different to web based requests. °*®

7.1.4 Example

The following outlines the information for a valid request for data:

DCR 066DCR322

Group Field Value
User info Username ALICE
FTP Password | confidential
Delivery info FTP filename simpleTLMdata

FTP directory

<use default>

Request options | Is a catalogue? | False
Compression Zip
SFDU data? False
Data request Type ™
Source APID 1966
Sample rate 10
Max amount none
Start time 12:00Z
End time 19:00Z

DCR130

In the web interface the user is presented with a set pages that allow them to fill out a
form that makes the request.

The ASCII format for the same request would look like the following:

DCR088 DCR021 DCR322

<?xml
<onlineRequest

<general>
<comment>

</comment>

<userliInfo>

</userInfo>

<destInfo>
<FTP>

version="1.0"?>

This example is made for the user "PI-,
will be delivered by FTP to the default FTP directory of "PI",
using the filename “simpleTLMdata".
but the data will not be delivered

<username>RO_ALICE</username>
<FTPpassword>confidential</FTPpassword>

xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="GDDSRequest.xsd"
userRequestld=""20020101GDDSRequestExample'>

Example XML file for a simple TLM data request with FTP delivery.

and the telemetry data

ZIP compression is requested,
in SFDU format.

The request will not be processed before 2002-01-01T20:00:00Z,
and the telemetry requested is for APID=1966, with an on-board time
between®R*2! 2002-01-01T12:00:00Z and 2002-01-01T19:00:00Z.

© Copyright European Space Agency, 2007




| 30

| 21/08/2007

Issue C3

Rosetta/Mars Express/Venus Express Mission Control System (RMCS);

Data Delivery Interface Document
RO-ESC-IF-5003, MEX-ESC-IF-5003, VEX-ESC-IF-5003

<filename>simpleTLMdata</filename>
<directory/>
</FTP>
</destiInfo>

<formatinfo>
<compression>ZIP</compression>
<SFDUrequired>false</SFDUrequired>
</formatinfo>

<datalnfo>
<earliestStart>2002-01-01T20:00:00Z</ear liestStart>
</datalnfo>
</general>

<item>
<dataType>TLM</dataType>
<dataSource>1966</dataSource>
<catalogueRequest>false</catalogueRequest>

<keyword>
<SampleRate>10</SampleRate>
</keyword>

<filter>
<bin operation="0P_AND"">
<lhs>
<leaf operation=""0P_GTE">
<valuePair>
<SourcePktsGenTime>
<a_dateTime>2002-01-01T12:00:00Z</a_dateTime>
</SourcePktsGenTime>
</valuePair>
</leaf>
</lhs>
<rhs>
<leaf operation="0OP_LTE">
<valuePair>
<SourcePktsGenTime>
<a_dateTime>2002-01-01T19:00:00Z</a_dateTime>
</SourcePktsGenTime>
</valuePair>
</leaf>
</rhs>
</bin>
</filter>
</item>

</onlineRequest>

DCR123

From this request, the DDS would transfer in return one zip file the data covering the
period 12:00 to 19:00 on 1% January 2002 for APID 1966 with the file name of
simpleTLMdata.

DCR171
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7.2

7.2.1

7.2.2

7.2.3

Response to On-line Data Request

Data Item Characteristics

This data item is sent in response to the On-line Data Request defined in section 7.1 —
there is one response for each request.

There are basically two types of response:

e Response to successful request (defined in sections 7.2-7.9)

e Response to unsuccessful request (defined in section 7.10)

A response to a successful request for data shall be in three parts within a single file.
e The acknowledgement of the request (defined in section 7.3)

e The catalogue entry for the data being requested (defined in section 7.4)

e The requested data itself (defined in sections 7.5-7.9)

The requested data can be one of 3 types.

o Telemetry (defined in section 7.6)

e Auxiliary data (defined in section 0)

e Catalogue data (defined in section 7.9)

Header Records

The SFDU shown in section 7.2.4 shows an SFDU which reflects the overall structure of
a successful response.

The first two parts of the reply (acknowledgement and catalogue information) are each in
a separate Label-Value-Object (LVO), and the requested data is in a third LVO.

It is built using the simplest SFDU packaging technique, Envelope Packaging. The
envelope is an "outer" LVO with Class ID = Z (meaning the VALUE field can contain
LVOs with any Class Identifier); and an Authority and Description Identifier (ADID) =
CCSDO0001 (meaning envelope packaging). This LVO contains the three components
mentioned above, namely:

e An LVO with Class ID =V carrying an Acknowledgement, which contains a detailed
breakdown of the original request and the response status

e An LVO with Class ID = K containing a Catalogue Entry for the requested data
e An LVO with Class ID = | containing the requested Data set itself

All the LVOs shall be delimited by ASCII length (i.e. LVOs with Version Identifier = 3 and
Delimitation Identifier = B °°% % in their LABEL). The lengths of each of the LVOs shall
not be fixed as it shall depend upon the volume of data transferred, which in turn depends
upon what the PI requests. The actual length to be inserted in the LVO LABELSs shall only
be known after the VALUE fields have been generated by the system.

Data Records

The reader is referred to the following sections.

e Section 7.3 for the structure of the Acknowledgement
e Section 7.4 for the structure of the Catalogue Entry

e Section 7.5 for the structure of the Data itself
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7.2.4 Example

The ADIDs shown below are illustrative, and the Control Authority based at ESOC may
assign different values from these examples.

Lo CCSD Z 0001 SFDU Label
EROS V D005 Label for acknowledgement data

Acknowledgement

1 EROS K D004 Label for catalogue data

Catalogue data

EROS | T334 Label for requested data

Requested application data (APID 820 =
Process ID 51, Category 4 telemetry in this
example)
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7.3 Acknowledgement

7.3.1 Data Item Characteristics

The acknowledgement constitutes the VALUE field of the Class V LVO. The VALUE field

shall be expressed in XML/XSD (XML, see section 7.1.3.22, and R11). %

The information contained in the Acknowledgement is as follows:

e Details of the original on-line data request, including: options specified; the data
source and type specified; the full target file specification.

e Date and time at which the request was processed by the DDS.

e Production information indicating the environment that this SFDU was created upon,
including: computer, operating system and its version, SFDU generation software
version, distribution method, etc;

e An error message string (this shall contain the string "NO ERROR" for nominal
processing with no errors).

If there is an error in the target file specification supplied in the request file, the DDS will

inform the PI of the error only by adding an error entry to the current Request Log. No

response file will be sent back in this case. "%
7.3.2 Header Records

The reader is referred to section 7.2 for the overall structure of the response message.
7.3.3 Data Records

Each request is made up of a single group:

Field XML type Description
onlineAck OnlineAcknowledgementType | Defines all the required information for a
single DDS request acknowledgement.

7.3.3.1  OnlineAcknowledgementType group

The acknowledgement type contains the following fields:

Field XML type Description

general | RequestinfoType This defines the PI account, delivery
information, and format options.

ackinfo | AcknowledgementinfoType Contains general acknowledgement
information.

ackltem | AcknowledgementltemType Contains a particular acknowledgement

(1ton) for a particular data item request.
Matches each item in the data requests.

The group also contains the following attributes:

Attribute XML type Description
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userRequestld | xsd:string Optional attribute that a PI can use to identify a
request. The DDS gets this string from the
corresponding request.

AcknowledgementinfoType

The data item group contains the following fields:

Field XML type Description
actualStart xsd:dateTime The time that the DDS actually processed
the request.
operatingHardware xsd:string The hardware platform of the DDS.
operatingSoftware xsd:string The software platform of the DDS.
DDSversion xsd:string The version of the DDS.
ErrorMessage xsd:string Error message.

AcknowledgementitemType

The data item group contains the following fields:

Field XML type Description
actualVolume Xsd:nonNegativelnteger | The actual delivered data size.
DCR139
dataRequest DataltemType This is the data request that this
acknowledgement matches.

Example

DCR 068

The acknowledgement to the request example in section 7.1.4 might be as follows.

<?xml version="1.0"7?>
<onlineAck xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
Xxsi:noNamespaceSchemaLocation="GDDSAcknowledgement.xsd"
userRequestld="19991020myrgstl">
<general>
<comment>
Example XML file for an acknowledgement from the GDDS server for
the request "GDDSRequestExample.xsl®.

18734 bytes of data were successfully delivered using the requested
options.
</comment>

<user Info>
<username>Pl</username>
<FTPpassword></FTPpassword>
</useriInfo>

<destlInfo>
<FTP>
<filename>simpleTLMdataz</filename>
<directory/>
</FTP>
</destlinfo>
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<formatinfo>
<compression>ZIP</compression>
<SFDUrequired>false</SFDUrequired>
</formatinfo>

<datalnfo>
<earliestStart>2000-01-01T00:00:00Z</earliestStart>
</datalnfo>
</general>

<ackInfo>

<actualStart>2000-01-01T00:02:07Z</actualStart>
<operatingHardware>SUNW, Sun-Blade-100</operatingHardware>
<operatingSoftware>Sun0S 5.8</operatingSoftware>
<DDSversion>GDDS 1.2.0</DDSversion>

<errorMessage>NO ERROR</errorMessage>

</acklInfo>

<ackltem>
<actualVolume>18734</actualVolume>

<dataRequest>
<dataType>TLM</dataType>
<dataSource>1966</dataSource>
<catalogueRequest>false</catalogueRequest>

<keyword>
<SampleRate>10</SampleRate>
</keyword>

<filter>
<bin operation="0P_AND">
<lhs>
<leaf operation="0P_GTE">
<valuePair>
<SourcePktsGenTime>
<a_dateTime>2002-01-01T12:00:00Z</a_dateTime>
</SourcePktsGenTime>
</valuePair>
</leaf>
</lhs>
<rhs>
<leaf operation="0OP_LTE">
<valuePair>
<SourcePktsGenTime>
<a_dateTime>2002-01-01T 19: 00:00Z</a_dateTime>
</SourcePktsGenTime>
</valuePair>
</leaf>
</rhs>
</bin>
</filter>
</dataRequest>
</ackltem>
</onlineAck>

DCR123, DCR193
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Catalogue Entry

Data Item Characteristics

The catalogue entry is the VALUE field of the Class K LVO. This contains information
specific to the actual data transferred; obviously this can be different to the requested
data depending upon what time stamped telemetry frames are available etc. The entry
uses the same XML/XSD language as for the acknowledgement, and contains the
following information:

e The data source and data type

e The ADID of the data description for the particular packets being transferred
e The time stamp of the earliest packet in the requested data set (if applicable)
e The time stamp of the latest packet in the requested data set (if applicable)

e The filename, creation time and version of the auxiliary file (if applicable)

e The number of items that are being transferred in the requested data set

Header Records

The reader is referred to section 7.2 for the overall structure of the response message.

Data Records

Each catalogue is made up of a single group that contains one or more catalogue entries:

Field XML type Description

catalogue CatalogueType Contains one or more catalogue entries.

The catalogue entries are grouped in a catalogue so that many catalogue entries can be
supplied in the same LVO value field when a Master Catalogue is requested (see later).

CatalogueType group

The catalogue type contains the following fields:

Field XML type Description
dataType DataType See Appendix A.
dataSource xsd:string See Appendix A.
ADID xsd:string Eight ASCII characters, e.g.

EROST334, see Appendix A

keyword (0 to n) CatalogueKeywordValue | One or more keywords that contain
catalogue information depending on the
dataType field.

CatalogueKeywordValue group

The catalogue keyword value group is composed of one, and only one, of the following
fields:
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Field XML type Type Description
applies
to

SourcePktsGenStar | MultiTime PR 200 PCR20L | 1 The time of the first packet

tTime in the data (for requests
made using the keyword:
SourcePktsGenTime).

SourcePktsGenEnd | MultiTime PCR 200 PCR20L | 1 The time of the last packet

Time in the data (for requests
made using the keyword:
SourcePkitsGenTime).

S2KPktsGenStartTi | MultiTime PR 200 PCR20L | 1 The time of the first packet

me in the data (for requests
made using the keyword:
S2KPktsGenTime).

S2KPktsGenEndTi | MultiTime P°R 200 PCR20L | Ty The time of the last packet

me in the data (for requests
made using the keyword:
S2KPktsGenTime).

earliestPacketTime | xsd:dateTime TM, TC | The time of the first packet
in the data.

latestPacketTime xsd:dateTime TM, TC | The time of the last packet
in the data.

sampleRate xsd:positivelnteger TM, TC | The sample rate of the data.

SampleSize °“F**! | xsd:nonNegativelnteger | All The number of elements in
the data.

filename xsd:string Aux Filename of auxiliary file.

creationTime xsd:dateTime Aux Creation time of auxiliary
file.

version xsd:string Aux Version of auxiliary file.

7.4.4 Example

The catalogue entry corresponding to the request example in section 7.1.3.22 might be

as follows.

-->

<catEntry>

<keyword>

</keywords>

<?xml version="1.0"?>
—- Example XML file for a TLM catalogue.

The catalogue contains only one data source
the first packet at 2000-01-01T18:00:33Z and the last packet
at 2000-01-01T18:59:217.

<dataType>TLM</dataType>
<dataSource>1966</dataSource>
<ADID>EROST7AE</ADID>

<SourcePktsGenStartTime>
<a_dateTime>2000-01-01T18
</SourcePktsGenStartTimes>

:00:33%</a_dateTime>

(APID=1966), with

<catalogue xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="'GDDSCatalogue.xsd'>
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<keyword>

<SourcePktsGenEndTime>
<a_dateTime>2000-01-01T18:59:21%</a_dateTime>

</SourcePktsGenEndTime>

</keyword>

<keyword>
<SampleRate>10</SampleRate>

</keywords>

<keyword>
<SampleSize>1202</SampleSize>

</keyword>

</catEntry>

</catalogue>

DCR123, DCR202
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7.5

7.5.1

7.5.2

7.5.3

7.5.4

On-line Data

Data Item Characteristics

Generally dependent on selection of SFDU format in the request °R %%

o If SFDU selected, In each case the requested data set constitutes the VALUE field of
the Class | LVO.

e |f SFDU not selected the dataset constitutes the unformatted data only

A PI can request data from four sources: telemetry data, telecommand data, auxiliary
data and catalogue data. Data from all four sources are requested in the same manner,
i.e. with a request from the Web interface.”“R**®

Header Records

The reader is referred to section 7.2 for the overall structure of the response message.

Data Records

The reader is referred to the following sections.
e Section 7.6 for Telemetry Data

e Section 7.7 for Command History Data

e Section 7.8 for Auxiliary Data

e Section 7.9 for Catalogue Data

Example

The reader is referred to the following sections.
e Section 7.6 for Telemetry Data

e Section 7.7 for Command History Data

e Section 7.8 for Auxiliary Data

e Section 7.9 for Catalogue Data
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Telemetry Data

Data Item Characteristics

Requested telemetry data shall appear as a set of unsegmented experiment or
housekeeping packets with a given ADID and arranged in time ascending order. The
ADID specified in the label of the delivered Class | LVO shall point to the data description
of one complete packet for the particular data source/type. The number of these packets
within the Class | LVO value field is indicated by the "NUMBER_OF_PACKETS"
parameter in the catalogue entry (the accompanying Class K LVO) for this transfer of
data.

The experiment packets on-board the spacecraft are split into separate fixed length
blocks and formatted into transfer frames for downlink to the ground and transfer to
ESOC. These separate frames are then reconstituted back into complete experiment
packets by the RMCS/MEMCS at ESOC and the complete experiment packets are
delivered to the PIs, both for the on-line and off-line delivery formats.

The experiment packets will be timestamped with the Spacecraft Event Time (SCET).
The SCET is the calibrated time of generation of the first bit in the associated packet.

The contents of each reconstituted packet of experiment data will be unprocessed,
although there will be a small header attached to the beginning of each packet (the DDS
Packet Header) described below.

Header Records

The DDS Packet Header for Telemetry Packets is an 18-octet header attached to the
beginning of each packet. This is necessary to include the SCET timestamp, ground
station received from, etc. This information is necessary either for the science community
member to identify the source of the data packet or for ESOC to identify the source of
anomalies and errors. For compactness this header does not use PVL to express the
information in the header, but a bit and byte packed fixed format. The format for the
header is shown below. %

Octet Bits Field Type Description
0-7 SCET Time format Time correlated OBT.
(See below)

8-11 Packet length 32 bit integer Number of octets within the data packet

(excluding the DDS packet header)
) . 0D (Hex) ESA Villafranca2 °=™**

12-13 Ground station 1D 16 bit integer 15 (Hex) ESA Kourou
16 (Hex) NDIULite (for SVTs) °°R#®
17 (Hex) ESA New Norcia
18 (Hex) ESA Cebreros
22 (Hex) NASA Goldstone (old) °°***
67 (Hex) NASA Goldstone (new) "R
23 (Hex) NASA Canberra (old) "~
70 (Hex) NASA Canberra (new) °%%%
24 (Hex) NASA Madrid (old) °***
6C (Hex) NASA Madrid (new) °°"%%
7F (Hex) ESA/ESOC Test Station °<%*%°
82 (Hex) NDIU classic (SVTs) °<R#*
The Goldstone/Canberra/Madrid  GS  ID
changeover haEpened in the Nov/Dec 2003
timeframe. °°%*°

14-15 Virtual Channel ID 16 bit integer | 0 =VCO
1=VC1

16 SLE Service SLE Type Identifies SLE service channel and the type of
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Octet Bits Field Type Description
data
(See below)
17 Time Quality 8 bit integer 0 = Good
(see below) 1 = Inaccurate
2 =Bad

7.6.3

Spacecraft Event Time (SCET)

The time format used is the Sun MJT, as standard on Sun Solaris UNIX platforms. The
format is two 32-bit integers. The first contains the number of seconds since 00:00, 1%
January 1970 and the second integer contains the number of microseconds. The format
is summarised below: %%

Field Octets 0-3 Octets 4-7
Width in bits | € 32 bits > | € 32 bits >
Meaning Seconds since epoch (00:00, | Addition Micro-seconds from
1* January 1970) seconds in first field.

Ground Station D4

Please note that the ground station ID for the time correlation packets (i.e. APID 1966,
type 190, subtype 40) is set to “0".

The reason for this is that the time correlation packets can be generated from Time
Packets that are received by different groundstations and in this case there is no sensible
groundstation ID value. Therefore it is set to “0".

Time Quality

The Time Quality gives an indication of the quality of the SCET.

The algorithm for deriving the SCET and the Time Quality is described in section

18.1.2.1.4, PeR#4
SLE Type **

An 8 bit integer value that defines the SLE service used. Values are:

Real-Time (RT) | Real-Time Flow Control | Off-Line
(RTFC)
SLC 0 4 8
MC 1 5 9
VC 2 6 10
Bad Frames 3 7 11

Data Records

Following the DDS Packet Header is the Telemetry Packet Data.
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The overall structure of the Telemetry Packet complies with the ESA Packet Telemetry
Standard (A-2).

The Rosetta / MEX / VEX P°"** telemetry packets are specialised as defined in the
Rosetta/MEX Generic TM/TC ICDs (A-3 and A-10 °°F*%%),

Each GDDS request of TM raw packets data will be delivered to the users via a single
file. The TM packets are stored in this single file in chronological order. Depending upon
which time keyword was used to request the telemetry, the packets are returned sorted
on either the source packets generation time (OBT converted to UTC) for Rosetta and

Mars Express, or the S2K packets generation time (time the packets were received by the
MCS) DCR 002, DCR196

As an example, if the following TM data is available via the GDDS:
SPID = 1200 for APID = 10, type=1, subtype=1, plval =
Pkt 1 with SourcePktsGenTime= 2003-02-14T01:00:00.000Z P°R*%
Pkt 2 with SourcePktsGenTime= 2003-02-14T05:00:00.000Z PR?%
Pkt 3 with SourcePktsGenTime= 2003-02-14T10:00:00.000Z PR2%

SPID = 1201 for APID = 10, type=1, subtype=2, plval =2, p2val =
Pkt 4 with SourcePktsGenTime= 2003-02-14T02:00:00.000Z P¢R2%
Pkt 5 with SourcePktsGenTime= 2003-02-14T06:00:00.000Z PCR2%

SPID = 1202 for APID = 10, type=1, subtype=3, plval =
Pkt 6 with SourcePktsGenTime= 2003-02-14T03:00:00.000Z PCR2%

SPID = 1203 for APID = 23, type=1, subtype=1, plval =2, p2val =
Pkt 7 with SourcePktsGenTime= 2003-02-14T08:00:00.000Z PCR2%

Note that the SPID is the SCOS Packet ID number which is an ID number internal to the
Mission Control System.

If the following request is sent to the GDDS:

Raw TM data with APID = 10 from SourcePktsGenTime 2003-02-13T00:00:00.000Z to
SourcePktsGenTime: 2003-02-15T00:00:00.000Z PCR2%

The returned file from GDDS will contain the raw packets in the following order:
Pkt 1, Pkt 4, Pkt 6, Pkt 2, Pkt 5, Pkt 3

Example

Therefore, schematically the delivered data product shall look like that depicted below.
Note that Telemetry Packets can vary in length.
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CCSD Z 0001

 EROS V D005

EROS K D004

EROS | T334
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7.7 Command History Data %’ %%
p { Deleted: h
7.7.1 Data ltem Characgeristcs

Command History is available in two forms:
e TC Raw Packets, The encoding of this data is similar to raw telemetry packets

e TC Printout Format, in either full or brief mode according to datasource.

7.7.2 TC Raw Packets

7.7.21 Data Iltem Characteristics

Requested telecommand history packets are arranged in time ascending order. All
packets for the requested time period are returned. The ADID specified in the label of the
delivered Class | LVO shall point to the data description of the telecommand packets. The
number of these packets within the Class | LVO value field is indicated by the
"NUMBER_OF_PACKETS" parameter in the catalogue entry (the accompanying Class K
LVO) for this transfer of data.

7.7.2.2 Header Records

The DDS Command Packet Header is a 30-octet header attached to the beginning of each packet.
The format for the header is:

Octet Field Type Description

0-7 Uplink Time Time Format | Command uplink time. This is
(See below) | initially set to the time of release of
the command from MCS, and later
is updated with the timestamp
provided in the message from the
ground station, indicating the time of
actual radiation from the antenna.

If the command fails to be released
from MCS, this field is set to the
time at which the command release
failed.PR1®

8-15 Execution Time | Time format TableD Command
execution time. This is
set to either:) time
provided by the user
before release, at which
the command will
execute if it has been
embedded within a
service 11 load
command (destined for
the on-board queue).

(See below)

b) uplink time (as described above)
+ the one-way light propagation
delay calculated at that uplink time.

If the command fails to be released
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from MCS, this field is set to the
time at which the command release
failed.”<***
16-17 | CUV Verification Command Uplink stage (CUV) i.e.
Flags the CLCW verification, indicating
(See below) whether the command (at the
transfer frame level) was
successfully received by the
spacecraft.
18-19 | CAV (VCO0) Verification Command Acceptance stage (CAV),
Flags i.e. whether the command was
successfully accepted by the
(See below) appropriate application on-board.
This stage is based on VCO (Real-
Time) telemetry.
20-21 | CEV (VCO0) Verification Command Execution stage (CEV),
Flags ie. whether the command
(See below) successfully completed its execution
on-board. This stage is based on
VCO (Real-Time) telemetry.
22-23 | CAV (VC1) Verification | Command Acceptance stage (CAV),
Flags i.e. whether the command was
(See below) success_fully acc_:ept_ed by the
appropriate application on-board.
This stage is based on VC1
(Playback) telemetry.
24-25 | CEV (VC1) Verification Command Execution stage (CEV),
Flags ie. whether the command
(See below) successfully completed its execution
on-board. This stage is based on
VC1 (Playback) telemetry.
26-29 | Packet Length Integer Number of octets in the Data Record
(Unsigned (This excludes the DDS
32 bit) telecommand packet header)
30-37 | Command ID Characters The name of the command in the
database *’
38-45 | Parent Characters | The name of the command’s parent
Sequence ID sequence in the database **

Octet 30 onwards is used to contain a Data Record, as defined in section 7.7.2.3.

Time Format

The time format used is the Sun MJT, as standard on Sun Solaris UNIX platforms. The
format is two 32 bit integers. The first contains the number of seconds since 00:00, 1%
January 1970 and the second integer the number of micro-seconds. The format is
summarised below:

Field

Octets 0-3

Octets 4-7

Width in bits | &

32 hits

> | € 32 bits >
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Meaning Seconds since epoch (00:00, | Addition Microseconds from
1* January 1970) seconds in first field.

Verification Flags

Each Verification Flag type is a 16-bit word (i.e. two octets, with the first octet most
significant °°?#®). This 16-bit word has exactly 1 bit set*, which identifies the status of
each stage according to the following masks (bit 0 being the Least Significant Bit):

e  Bit0: IDLE (indicating that the command stage window has not yet opened)

e Bit 1:PENDING (indicating the stage window has opened but no verification
information has arrived)

e  Bit 2: PASSED (indicating the stage was successful according to telemetry)

e Bit 3: FAILED (indicating the stage was explicitly unsuccessful according to
telemetry)

e Bit4: UNVERIFIED (indicating that no applicable telemetry was available to verify
this stage, and was subsequently consolidated by the controllers)

e Bit5: UNKNOWN (indicating that the stage window has closed with no applicable
telemetry available to verify this stage)

e Bit 6: TIMED-OUT (only applicable to CUV, indicating that no response was
received within the configured CUV window)

e Bit 7: SCC ONLY (indicating that the stage has no verification expression, but
exists in order to ensure that the appropriate TM parameters has Status
Consistency Checking disabled)

e Bit 8: ASSUMED (only applicable to CUV, indicating that a PENDING or TIMED-
OUT status of CUV has been superseded due to the fact that a subsequent CAV
or CEV stage has been successful.

Table D  Note: Only PASSED, FAILED and UNVERIFIED statuses are final, i.e. all other stage

7.7.2.3

7.72.4

statuses may change over the course of the command’s verification. A command is
deemed complete when all of its stages has a final status* A word filled with all zeros,
indicates that the stage was not applicable. Either the stage was not defined in the
database or verification of it was disabled prior to command release.

Data Records

Following the DDS Packet Header is the data for a single encoded Telecommand Packet
as sent to the spacecraft within a transfer frame.

The structure of Rosetta / MEX telecommand packets are as defined in the Rosetta/MEX
Generic TM/TC ICD (A-3).

Example

Therefore, schematically the delivered data product shall look like that depicted below.
Note that Telecommand Packets can vary in length.

L CCSD Z 0001
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L | ~ EROS V D005
\
L EROS K D004

7.7.3 TC Printout

7.7.3.1 Data Item Characteristics

EROS | C001

The data is returned in a human readable ASCIlI formatted file that containing
telecommand history generated by the “TC History Printout” application on MCS.

It is available in two forms, selectable by datasource

e CMDPB, Brief Mode. where each line in the printout describes a single command

e CMDPF, Full Mode, in addition to the information in brief mode, an additional line in
the printout describes each editable parameter of the command.

These files are designed to be human readable, so no detailed layout specification is
available. The columns in the printout are described below

7.7.3.2  Columns of the Printout (Full and Brief Mode)

Column Title

Description

1. | Name

The name of the command

2. | Description

The description of the command
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3. | Sequence The name of the sequence which was used to load the command on the stack (if
applicable)
4. | Release Time Time of command release
5. | Execution Time Predicted time of command execution. For immediate commands this field is first populated
with the release time plus the applicable propagation delay and then is updated with the
actual uplink time (based on packet TC responses from the station equipment) plus the
p_ropagation delay. For execution time-tagged commands, this field shows the execution
time-tag.
6. | Sub Sub Schedule ID
7. | ST PUS Service Type
8. | SST PUS Service Sub-Type
9. | PID Process ID (7 MSB of the command’s APID)
10.] 11 Encapsulated by Service 11 packet (Y => Yes, Blank => No)
11.] 13 Encapsulated by Service 13 packet (Y => Yes, Blank => No)
12.| C Transmission mode used to release command (A = AD, B => BD)
13.] S Static PTV Check State (E => Enabled, D => Disabled or O => Overridden)
14.| D Dynamic PTV Check State (E => Enabled, D => Disabled or O => Overridden)
15.1 0 VCO0 CAV/CEV Check State (E => Enabled or D => Disabled)
16.| 1 VC1 CAV/CEV Check State (E => Enabled or D => Disabled)
17.| G Group flag value (G => in a group, E => last in a group)
18.| B Block flag value (B => in a block, E => last in a block)
19.] IL Interlock Status, two characters, the first is the interlock type, the second, the interlock
stage type. These are described below
Interlock Type
Symbol Description
Local
Global
S Subsystem Local
Interlock Stage Type
Symbol Description
R 1° UV stage: Ground Stn. Reception
U 2" UV stage: Uplink
(0] 3 uv stage: On Board Reception
A Execution Ver.: Acceptance (CAV)
Cc Execution Ver.: Completion (CEV)
20.| ST Source Type (MS => Man.Stack)
21.| FC AD Frame Count (- if in BD mode)
22.| SsC 11-bit Source sequence counter (no source type)
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23.| Task Status The status of each individual verification stage may have one of the following values:

F Fail

U Unverified

X Unknown

P Pending

T Time-out

S Success

| Idle

A Assumed (applicable only for CUV)

D Disabled (only applicable for Time-Tagged cmds) *

Blank N/A

‘ABORTED’ is displayed for a service 13 encapsulated command belonging to an aborted
transfer.

‘DELETED' is displayed for time-tagged commands successfully (and confirmed) deleted
from the on-board queue.

‘NO LOAD' is displayed for time-tagged commands which failed to be loaded onto on-board
queue.

24. Verification | R Release from SCOS-2000 to the NCTRS. Note that a failure for this
Status headings stage may be caused by one of the following reasons:

e PTV NOT OK at release

e PTV OK (e.g. dynamic PTV was overridden) but no TCP/IP
connection between the releaser and the NCTRS was available at
release time

e The command was successfully released but eventually rejected by
the NCTRS e.g. because the required connection to the station
equipment was not available at release time. In this case an
administrative message is also received from the NCTRS and
logged in the HFA.

Ground station reception (UV 1% stage) (CRV)

—

Uplink a.k.a. radiation (UV 2™ stage) (CSV)

(@]

On-board reception a.k.a. transfer (3rd UV stage, only applicable in AD
mode) (CUV)

On-board application acceptance for VCO (CAV)

Execution completion for VCO (CEV)

Previous stages belong to VCO

On-board application acceptance for VC1 (CAV)

Execution completion for VC1 (CEV)

=0 (> ©° |0 >

Previous stages belong to VC1

Table 1 — Command History Display fields description; brief mode
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7.7.3.3  Columns of the Printout (Full)

Full mode shows a view of the editable parameters of the command. The display shows
the commands exactly as in brief mode then in the following rows of the display it shows
the parameters described in 4 columns of data.

Column Description
Name The name of the command parameter
Description Command parameter description

Representation The parameter value representation i.e. whether the value shown in the final
column is raw or engineering

Radix Only applicable for unsigned integer raw values. It can be Decimal, Hexadecimal or
Octal
Value The parameter value in the representation specified in column 2 (this is the one

selected by the user to enter the parameter value either as a default in the
database or when loading the task on the stack)

Table 2 — Command History Display fields description; full mode
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7.7.4 Example — Brief Mode

An example of a printout in brief mode is given below. This will be SFDU encoded as an Auxiliary File 28418 |

Command history printout from time: 2007.143.19.57.48.157 to time: 2007.143.19.57.51.157
Current printout time: 2007.233.12.37.58.876 Print view mode: BRIEF Sort order: EXECUTION Filter: INACTIVE

Name Description Sequence Release Time Execution Time Sub ST SST PID 11 13 CS D O 1 G B IL ST FC SSC R GTO
ACO AC1

13INTER  Accept Intermediate Part 07.143.19.57.48 07.143.20.10.50.860 1 13 10 1 BEEEE LUMS - 419 S SS SS
SS

INSERTTT INSERT TIME TAG 07.143.19.57.48 07.143.20.18.57.280 1 11 4 1 Y BEEEE MS - 398 S SS SS
SS

ZPWM3434 O0SIRIS NAC+WAC CCD HTR, SS-SW 29B ON-B ATSFO50D 07.143.19.57.48 07.247.19.06.04.000 17 2 2 1 Y Y BEEEE MS -692 S SS 11
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7.75 Example — Full Mode

An example of a printout in full mode is given below. This will be SFDU encoded as an Auxiliary File

DCR 418

mmand history printout from time: 2007.143.19.57.48.157 to time: 2007.143.19.57.51.157

rrent printout time: 2007.233.12.36.08.909 Print view mode: FULL Sort order: EXECUTION Filter: INACTIVE

me Description Sequence Release Time Execution Time Sub ST SST PID 11 13 CS D O 1 G B IL ST FC SSC R GTO

0 AC1

INTER | Accept Intermediate Part 07.143.19.57.48 07.143.20.10.50.860 1 13 10 1 BEEEE LUMS - 419 S SS SS

13FILEIDFile ID of Transfer Raw Dec 253

13SEQNYMTransfer Sequence Num Raw Dec 116

13FIXDY Fixed Data Unit Raw 20820100181CE3980021190B040008CB7CFC0011181CCE92000F110202000002
0BA9000801ADC21B22B3076C081CC000002D000001D3000020820100181CE399
001D190B040008CBB0OB30001181CCE93000B19070100652500000000FOEACEE6G
081CC000002D000001D4000020820100181CE39A001D190B040008CC85310001
181CCE94000B190701006525000000003AE2F7FF081CC000006D000001D50000
20820100181CE39B005D190B040008CC87890001181CCE95004B190701006590
00000020FF7FE800000000000002000100020001000F00090007000400000000
0001000200010001

SERTTT| INSERT TIME TAG 07.143.19.57.48 07.143.20.18.57.280 1 11 4 1 Y BEEEE MS - 398 S SS SS

EXECTINETIMETAG TIME Raw 08CB7CFC

SUBSCH|DSUB-SCHEDULE 1D Raw Dec 17

TCP TIMETAGGED TC Raw 181CCE92000F1102020000020BA9000801ADC21B22B3

WM3434| OSIRIS NAC+WAC CCD HTR, SS-SW 29B ON-B ATSFO50D 07.143.19.57.48 07.247.19.06.04.000 17 2 2 1 Y Y BEEEE MS - 692 S SS 11

FPWMO1(OPAD Raw Dec 0

FPWMO1(Q1N Raw Dec 2

FPWMO2(QOR Raw Dec 0

FPWMO2(07Destination, PDU-S/S-B Raw Dec 5

FPWMO2(@1Delayed ML Raw Dec 1

FPWMO2(@2Peripheral Address Raw Dec 21

FPWMO2Q3ML Address Raw Dec 1

FPWMO212MLC Data, PDU (All) Raw Dec 8

FPWMO3(QOR Raw Dec 0

FPWMO3(Q1Destination (PAD) Raw Dec 0

FPWMO3(2Delayed ML Raw Dec 1

FPWMO3(03Peripheral Address Raw Dec 21

FPWMO3(Q6ML Address, PDU-S/S-B Raw Dec 5

FPWM34340SIRIS N+W CCD STRUCT Raw Dec 49691
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7.8 Auxiliary Data

7.8.1 Data Item Characteristics

Auxiliary data is requested using the same mechanism as for telemetry data. The various
files of auxiliary data available are also listed in Appendix A together with their
corresponding data source/type mnemonics and ADID. They are referenced in the same
manner as telemetry data streams, i.e. with a data source and data type mnemonic. %

With regard to the on-line retrieval of auxiliary data, Appendix E describes the difference
between "span valid" auxiliary files ®®” where a packet’s data is applicable from the time of
that packet up to the time of the next packet in the file, and "point valid" auxiliary files °’
where a packet’s data is applicable only at the packet time.

The auxiliary files can be retrieved based on a given time interval.°“F?° |f there are more

than one file which are valid within this given time interval, then more than one files will be
retrieved from the Archive. These files will be wrapped together and sent back to the
user as one single file. The file name convention of this wrapper file is as specified by
the user in his request input file, P°R 014 PCR 158

The format of the catalogue entry for an auxiliary data source is the same as for the
telemetry data sources. However fields which are not relevant to Auxiliary data are left
blank (e.g. Sample Rate). *

The DDS does not perform any processing on the content of an auxiliary file. Only
complete unprocessed files, as retrieved from the DAS, are sent to a PI. 0s0

7.8.2 Header Records

e No header records are added to auxiliary data. °*® %

7.8.3 Data Records

For details of the format of the auxiliary data see Acppendix E. Each of the definitions in
Appendix E defines a single auxiliary data entry.°“"*®® A number of these (depending
upon the time span requested) will constitute the delivered auxiliary file.

Where multiple files are returned, they are wrapped into a Unix tar file.®<R?%
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7.8.4 Example

The following example is for the Heliocentric S/C cruise orbit ASCII (POHA) %7 % file.

L. CCSD Z 0001

L EROS V D005
VR e

L EROS K D004

V| L EROS | ORHR
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7.9
7.9.1

79.1.1

7.9.1.2

7.9.2

7.9.3

Catalogue Data
Data Item Characteristics

Master Catalogue

As described in the earlier sections each delivery of a data set is accompanied by a
catalogue entry. In order for Pls to know what data is available to be requested they must
also have the capability to request availability catalogues, these are known as Master
Catalogues.

A Master Catalogue request should not be confused with a single catalogue entry for a
particular data source/type that is delivered with a requested data set. As described in
Section 7.4, there is a catalogue entry with each data delivery (unless there is an error).
This catalogue entry is for that particular data set only, and only covers the requested
time span.

Further to this, each PI shall also be able to request a Master Catalogue for all the data
currently available on-line from the DDS. When a Pl asks for a Master Catalogue, he shall
receive catalogue entries for all the available data streams. There is no restriction on the
access of data for any Pls, e.g. a Pl may access data both from his own instrument and
that of others. The format of a Master Catalogue is simply all the individual data stream
catalogues concatenated together.

To request a Master Catalogue the PI follows the same procedure as for any other data
request. The data source and data type are specified with a wildcard *"°“% ®’pPlease note
Eré%tzggr performance reason the Master Catalogue for telemetry data has been disabled

In a request for a Master Catalogue, the StartTime and EndTime options are still valid.
This means that a Pl can find out what data is available from all data streams during a
particular period. If these options are not supplied, then the response shall be a summary
catalogue for all data streams currently available on-line.°“%*®* Any other options are also
permitted, their meanings being the same as that stated earlier in this document.

Partial Catalogue

In addition to the Master Catalogue, a PI shall be able to request a Partial Catalogue. In
orderotgc; request this, the PI enters an asterisk into either the data source or the data type
field.

As another example, a data source of * and data type of AUX will result in the catalogue
listings for all auxiliary files. %’

It follows that a request with data source of * and data type of * is equivalent to a Master
Catalogue request.

The on-line data request options are also valid for a partial catalogue.
Header Records

A catalogue request, upon being successful, shall result in a file transfer back to the PI,
the file having the same structure as shown in 7.2.

Data Records

The catalogue entries that are being delivered shall be in the VALUE field of the Class |
LVO. The aggregation construct (BEGIN_OBJECT / END_OBJECT) around each single
catalogue entry allows the separate catalogue entries to be distinguished.
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Each catalogue entry shall have the same format as that described in Section 7.4, except
the NUMBER_OF_PACKETS parameter shall be a null (empty) string). This indicates an
unknown quantity of packets, as it is not possible due to performance reasons to count
the number of packets available within any given time span.

The Class K LVO within the delivered SFDU shall give details of what catalogue entries
have been delivered. The catalogue parameters in the Class K LVO,
FIRST_PACKET_TIME and the LAST_PACKET_TIME, have no meaning in this situation
and therefore shall be a null (empty) string).

Example

The following example is for a Partial Catalogue of all auxiliary data.

Note: The class K LVO is contains a description of the catalogue requested, and the class
I LVO is used to hold a catalogue entry for each item that is in the class K catalogue
description. Thus the class | LVO may contain a list of catalogues that are available for
the K LVO class. The example shows such a Partial Catalogue for auxiliary data. °*

L CCSD Z 0001
L | EROS V D005

EROS K D004

V | L |[EROS | D008
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7.10

7.10.1

7.10.2

7.10.3

7.10.4

Error Message

Data Item Characteristics

The only time that the PI shall not receive an SFDU of the structure shown in 7.2, is when
an error has been detected during the processing of the request. When this occurs an
SFDU containing only the acknowledgement LVO (Class V LVO) shall be transferred, the
structure of which is shown below.

An acknowledgement with an error message may also be returned from the monitoring
process on the DDS. This monitors when requests arrive, and how long it takes to
respond to them. If after a defined time-out period the PI has not received the requested
data then the Pl must assume that either: the DDS never received the request, system
load was too great to process the request, or the requested data was lost in transfer. In
this situation the data should be requested again. The overall time-out period is
configurable by ESOC (in the range — - 32767 minutes); a value of 120 minutes is the
default. The monitor process also monitors how many requests each Pl has queued for
processing by the DDS; if this is equal to 12, then any new requests shall be deleted and
an error message returned immediately.

Header Records

See example below for the overall structure of the response message.

Data Records

The format of the acknowledgement LVO upon error is the same as for an error free
request, although depending upon the error incurred not all the parameters can be given
meaningful values.

Any value that cannot be completed correctly shall be substituted with a null (empty)
string).

The ERROR_MESSAGE string shall be a suitable error message, these are listed in
Appendix B.

There may be situations when all the parameters of the acknowledgement are completed
correctly, but there is still an error, e.g. in the case of a Pl requesting a data source/type
for which there is no data available during the requested time span. In this case the
ERROR_MESSAGE string would show this. If there is no error at all then the
ERROR_MESSAGE parameter shall be given the value "NO ERROR".

The ERROR_MESSAGE string shall have the following formats:
"ROSETTA DDS ERROR-nn: error string" for RDDS
“MEX DDS ERROR-nn: error string” for MEDDS

Where nn is the error message number (see Appendix B).

Example

The example below shows the structure of an error message SFDU.

L | CCSD Z 0001 SFDU Label
,,,L,,J,ERQS,,Y,PQQﬁ 7777777777777 Label for acknowledgement data
Y, Y Details of request and Acknowledgement
: error status
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7.11 Off-line Data Delivery
7.111 Data Item Characteristics
The off-line data delivery system is totally separate and asynchronous to the on-line data
delivery system. The PIs have no input in the process to receive data; the system is
wholly controlled by ESOC. The science community members shall receive the data on a
Raw Data Medium (RDM), i.e. DVD-ROM for Mars Express and Venus Express ““***°, | {peleted: cD
Only DCR&?; ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ~-— { Deleted: %
This section assumes the chosen medium is DVD-ROM °**2 Each disk shall contain | { Deleted: CD
the data from all data streams from all instruments and also all the auxiliary data - { Deloted: ™.
produced by ESOC. Further to this, each disk shall contain a copy of all the data cleted:
descriptions required to understand the data on the disk. This means that the data on
each disk shall be wholly self-contained. Requests made using the DDS shall specify the
start/stop time period of the data required. Once the request has been authorised by
ESA, the DVD-ROM shall be prepared. ®* ~ - { eleted: ¢
The DV(D-ROM for any single week must be delivered within 1 month of reception of the | - - { Deleted: ¢
data by ESOC. This drives the logistic and delivery timeline as follows. 6 days is allowed = - [ Deleted: day
for the auxiliary data such as orbit and attitude data to be consolidated before a master
Write-Once DV/D-R is produced. This master Write Once DVD-R is then shipped to the | - { Deleted:
DVD;ROM manufacturer for mastering and reproduction. The DVD-ROM manufacturer | -~ { Deleted: C
will then deliver the DV,D-ROMSs directly to the recipient science community members. | - .
During the commissioning phase of the mission, DV,D-ROMs will only be delivered to Pls |, ~_  Deteted: cD
and/or data centres (not co-investigators). A N \{Deleted: c
Thereafter, during the routine phase,(Mars Express and Venus Express " Only — Not | - {Deleted: ¢
Rosetta °“F%%) they shall be delivered to all Pls, co-Is and data centres " {Deleted: C
: Deleted: The strategy for
7.11.2  Header Records I\,enus Express is TBD "9 ¢
The DVD-ROM is in itself a self-describing SFDU as explained below. |- {peleted: ¢
7.11.3 Data Records
The data shall be accessible on the DVD-ROM by two methods. B l | petetea: ¢

e Firstly the more conventional direct file access, i.e. each data stream shall be stored
under a filename in a particular directory

e Secondly the whole of the disk may be viewed as a single logical SFDU product. The
SFDU product is formed by having an EDU file in the top level directory of the disk
that uses the SFDU referencing technique to logically include all the other data files
and data description files on the disk into a single SFDU product.

The conventional method of accessing the data will present no problems as long as the
science community member knows what he is looking for, where it is on the disk, the file
naming convention etc. When he retrieves it he must already know what it actually
means, e.g. the format, syntax and semantics of the data.

The SFDU approach has the advantage that nothing needs to be known about the disk in
advance except the name of the top-level "index" SFDU file. From this SFDU file the
science community member can find all the data on the disk, the corresponding data
descriptions and via the ADIDs can link the two together. So for long-term archive access
when documentation and knowledgeable people may not be available this assures the
continued understanding of the data.
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7.11.4 Example

its file reference pointers are shown on the left.

Header LVOs

G ROOT I

Data Descriptions
(DDUs)

Application Data Units
(ADUs)

using the reference technique to
logically include data files

P || ROSETTA

4P | | DATADES I
RoseTTA |
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7.12  RDM (SFDU View)

7.12.1 Data Iltem Characteristics

The files on the RDM shall be made to look like one logical SFDU product by using a
single SFDU file in the root directory that shall then use the SFDU referencing technique
to logically include all the other files on the disk. In other words, this top level SFDU file
describes the whole volume of data, therefore it is called a VOLDESC file. The only file
name required to be known is the name of this top level SFDU file.

The general structure of the VOLDESC file is shown below. This is an EDU that contains:

1. Header LVOs which give details of the overall SFDU product, such as the volume
production information, directory listing, cumulative index, etc. Each of these are
items will be contained in separate LVO value fields.

2. A further EDU containing:
e Description Data Units (DDUs)
e Application Data Units (ADUSs)

Header LVOs

Data Descriptions
(DDUs)

Application Data Units
(ADUs)

using the reference technique to
logically include data files

All these DDUs and ADUs use the referencing technique to point to the relevant data
objects stored elsewhere on the RDM, i.e. physically external to the VOLDESC SFDU file.

7.12.2 Header Records

To demonstrate how the VOLDESC SFDU file is used for MEX, the above diagram shall
gradually be expanded to include the details of each of the three areas shown (Header
LVOs, Data Description Units and Application Data Units). The structure expanded in
more detail is shown below.
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Volume Production Information Header LVOs

Cumulative Index

Directory Listing

Changes Listing

Data Descriptions for DDS generated | DDUs
LVOs, e.g. catalogues, volume
production information, etc

Data Descriptions for the Auxiliary Data

Data Descriptions for the Telemetry
Data

Data Descriptions for the Telecommand
Data **’

Telemetry/Telecommand/Auxiliary Data | ADUs
ADU

The Header LVOs consist of data that pertains to the whole SFDU product, for example,
the volume production information, supplementary data such as a directory listing of the
whole RDM, version and configuration information, etc. As the information in the header
LVOs applies to all the data description and telemetry data, all further LVOs are at a
structure level lower than the header LVOs.

The data description LVOs consists of a sequence of DDUs. There is one DDU for each
data description that is supplied on the RDM. There are three categories of data
descriptions.

e Those describing the data formats used by the RDM itself, e.g. the catalogue entries,
the volume production information, etc

e Those that describe the format of the auxiliary data produced by ESOC, e.g. time
calibration data, orbit and attitude data

e Those that describe the format of the telemetry and telecommand data from the
spacecraft.

Following the header LVOs and the DDUs, there is the data itself. Each stream of data
generated by the spacecraft or ESOC is packaged in an Application Data Unit (ADU), this
is so that a catalogue entry giving catalogue details of the associated data file can be
included within the ADU. This catalogue entry shall relate to the data file within the same
ADU only.

Data Records

Further detail of the LVOs involved in the structure shown above is shown below.
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Class V LVO containing Volume Production Information

Volume Production Information

Class R LVO containing a LABEL and a Cumulative Index
pointer to the Cumulative Index File

Class R LVO containing a LABEL and a Directory Listing
pointer to the Directory Listing File

Class R LVO containing a LABEL and a Changes Listing
pointer to the Changes Listing File

CLASS F = DDU

Class C LVO containing Data Descriptions for DDS
ADID = EROSxxxx generated LVOs, e.g.

7777777777777777777777777777 .~ | catalogues, volume production
Class R LVO containing a LABEL and a information, etc

pointer to the data description

Data Descriptions for the
Auxiliary Data

Data Descriptions for the
Telemetry Data

CLASS U = ADU

Class K LVO containing Telemetry / Telecommand /
a catalogue entry Auxiliary Data ADU

Class R LVO containing a LABEL and a
pointer to the telemetry data

As can be seen, the VOLDESC file uses the file referencing service provided by the Class
R LVO to logically include the various files in the overall SFDU. In the header LVOs, the
directory structure listing and version control file are in files in the root directory of the
volume, the Class R LVOs point to these files and hence they are logically included as
part of the header information.

For each Data Description Unit (DDU, signified by the Class F LVO), the Class C LVO is
in-line in the VOLDESC file, this LVO assigns the ADID to the data description via the
ADID=EROSxxxx Statement. The actual data description itself is contained in a disk file
that is again logically included using the Class R referencing service.

Finally each ADU, contains in-line a Class K LVO that contains the catalogue information
for the associated data in the ADU, and another Class R LVO points to the data and
logically includes it in the VOLDESC SFDU product.

In the VOLDESC file there is one DDU for each data description used on the RDM, and
then there is one ADU for each telemetry/auxiliary data file stored on the RDM.

7.12.4 Example

A schematic of this overall structure is shown in detail below. This figure includes the
details of the statements used in the Class C and Class R LVO to provide the registration
and referencing services respectively.
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Class Z ADID = CCSD0001

Class V ADID = EROSD006

Volume Production Information

Class R ADID = CCSD0003

REFERENCETYPE = $CCSDS1
LABEL = CCSD3SF0000200000001
REFERENCE = 9904301A.I1DX

Class R ADID = CCSD0003

REFERENCETYPE = $CCSDS1
LABEL = CCSD3SF0000200000001
REFERENCE = 9904301A.LST

Class R ADID = CCSD0003

REFERENCETYPE = $CCSDS1
LABEL = CCSD3SF0000200000001
REFERENCE = 9904301A.LSC

Class Z ADID = CCSD0001

Class F ADID = CCSD0005

Class C ADID = CCSD0004

ADID = EROSD002

Class R ADID = CCSD0003

REFERENCETYPE = $CCSDS1
LABEL = CCSD3DF0000200000001
REFERENCE = DATADES/DDS_DES/990430D002./DD

Class F ADID = CCSD0005

Class C ADID = CCSD0004

ADID = EROST334

Class R ADID = CCSD0003

Class F ADID = CCSD0005

REFERENCETYPE = $CCSDS1
LABEL = CCSD3DF0000200000001
REFERENCE = DATADES/TLM_DES/990430T334.1AD

Class C ADID = CCSD0004

ADID = EROST364

Class R ADID = CCSD0003

Class U ADID = CCSD0009

REFERENCETYPE = $CCSDS1
LABEL = CCSD3DF0000200000001
REFERENCE = DATADES/SCD_DES/990430T364.1AD

More Class F LVOs defining ADIDs/descriptions for all data delivered on the ROSETTA RDMs

Class U ADID = CCSD0009

Class K ADID =

EROSD003

Catalogue entry for the data set referenced by the Class R
LVO following this Class K LVO

Class R ADID =

CCSD0003

REFERENCETYPE = $CCSDS1
LABEL = EROS3IF0T33400000001
REFERENCE = ROSETTA/SCD/990430T334.1AR

Class U ADID = CCSD0009

Class K ADID =

EROSDO003

Catalogue entry for the data set referenced by the Class R
LVO following this Class K LVO

Class R ADID =

CCSD0003

REFERENCETYPE = $CCSDS1
LABEL = EROS3IF0T36400000001
REFERENCE = ROSETTA/SCD/990430T364.1AR

Rosetta RDM.

More Class U LVOs each containing a Class K LVO (catalogue record) and a Class R LVO which
logically includes a referenced data file within this SFDU file. This is repeated for all data files on the
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Referring to the symbols at the side of the SFDU shown above, the various LVOs in the
VOLDESC file have the following contents:

Class V LVO (*): This LVO contains the volume production information for the whole
SFDU, and therefore applies to the total contents of the RDM. The volume production
information is expressed in PVL, the valid parameters and their corresponding values
are shown in the table below.

Parameter Possible values
MISSION ROSETTA, MEX, VEX
PREPARED_BY "European Space Operations Centre, Robert-Bosch
Strasse 5, 64293 Darmstadt, Germany"
EARLIEST_PACKET Time of earliest telemetry packet on this RDM.

CCSDS format time (YYYY-MM-DDThh:mm:ssZ)*
"not applicable” if only AUX ®®” on this RDM.

LATEST_PACKET Time of latest telemetry packet on this RDM.
CCSDS format time (YYYY-MM-DDThh:mm:ssZ)*
"not applicable” if only AUX ®®” on this RDM.

TOTAL_DATA_QUANTITY Integer number of bytes of data in all files
referenced by the VOLDESC file, e.g. 12345
<bytes>

COMPUTER Quoted string

OPERATING_SYSTEM Quoted string

DDS_SOFTWARE_VERSION Quoted string

PRODUCTION_TIME CCSDS format time (YYYY-MM-DDThh:mm:ssZ)

Class R LVO (@): This LVO is used to reference an ASCII encoded English text file
(as indicated by the ADID=CCSD0002 (see R-9). This text file is given a Class S
LABEL (meaning Supplementary Data) by the referencing Class R LVOs LABEL
statement. The contents of the referenced file are the cumulative index for the RDM
production. This file lists all the RDMs that have been produced over the life of the
mission until the present time. It also indicates any RDMs that have been replaced by
a corrected one, in the case of an erroneous RDM issue. This version index is
cumulative over the whole mission.

Class R LVO (+): This LVO is used to reference an ASCIl encoded English text file
(as indicated by the ADID=CCSD0002; see R-9). This text file is given a Class S
LABEL (meaning Supplementary Data) by the referencing Class R LVOs LABEL
statement. This file will only have any content if the RDM on which it is on is a reissue
or a previously issued RDM that was found to have an error. In this case, this file will
list those files that are corrected for the reissue. This means the science community
members know immediately if the corrected data concerns them and they should
reprocess the RDM. The contents of the referenced file is in the same format as the
directory listing file (see next LVO). This shall show the full flenames with the
directory name and the new file size

Class R LVO (#): This LVO also references an ASCII encoded English text file (as
indicated by the ADID=CCSD0002; see R-9). This text file is given a Class S LABEL
(meaning Supplementary Data) by the referencing Class R LVOs LABEL statement,
and the contents of the referenced file is a full directory listing of the RDM. This shall
show the directory structure and list of files in each directory with the file size.
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Class F LVOs ($): There then follows a number of Class F LVOs, each of these LVOs
is a Data Description Unit (DDU) and links one ADID with one data description.
Nested within the Class F LVO is a Class C LVO followed by a Class R LVO. The
Class C LVO has the PVL statement ADIDNAME=EROSnNNnNN, this defines the ADID
under which the data description following shall be referenced. The Class R LVO then
uses the referencing technique to point to a data description file, this file is logically
included within the Class F LVO and hence is associated with the named ADID. There
is one Class F (each containing one Class C and one Class R) for each data
description used on the RDM.

Class U LVOs (%): The next Class U LVO contains many other Class U LVOs, these
are all Application Data Units (ADUs), each of the lower level Class U LVOs contain a
Class K LVO and a Class R LVO pair. The Class K LVO is the catalogue data for the
corresponding data set pointed to by the Class R LVO. The Class R LVO is used to
reference and hence logically include the data set file within the Class U. The LABEL
statement in the Class R LVO contains an ADID that defines the data description to
be used for understanding the data set. There is one nested Class U LVO for each
data file that is stored on the RDM.

The Class K LVOs VALUE field is a catalogue entry, this catalogue entry is written in
PVL, the valid parameters and their values are shown below. As can be seen this is
the same catalogue entry as for the on-line delivery situation, except that an extra
parameter is included: RDM_FILENAME; the value of which is the referenced data
files full filename including the directory path on the RDM.

The file pointed to by the Class R LVO has the same format as that defined in Section
7.6. That is the same format for telemetry and auxiliary data is used for on-line
delivery and off-line delivery.

Parameter Possible values

SPACECRAFT_NAME MEX

DATA_SOURCE See Appendix A

DATA_TYPE See Appendix A

ADID Eight ASCII characters, e.g, EROST334

EARLIEST_PACKET CCSDS format time (YYYY-MM-DDThh:mm:ssZ) Set
to the string "not applicable" if the data file is empty
for that day.

LATEST_PACKET CCSDS format time (YYYY-MM-DDThh:mm:ssZ) Set

to the string "not applicable" if the data file is empty
for that day. Set to the same value as
EARLIEST_PACKET if there is only one packet in the
file on that day.

NUMBER_OF PACKETS ASCII encoded decimal number, no leading zeros

RDM_FILENAME The full RDM filename, including directory name

As can be seen, in this way all the data files and data descriptions on the RDM are
logically included within the VOLDESC file, and the RDM can be seen as a single SFDU
product.
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7.13  RDM (File View)

7.13.1 RDM Directory Structure

The RDM shall have a conventional hierarchical directory structure that divides the data
into separate directories for each data type, the structure can be represented as shown
below.

Py,
3
=

MEX DATADES | SOFTWARE I

— TLM — TLM_DES

[

AUXF AUX_DES

| CMH — CMH_DES

| DDS_DES

L
L

e The directory structure is self-describing. The data generated by the spacecraft and
ESOC is stored in the MEX (resp. VEX) directory. This is split into three sub-
directories for:

e TLM for Telemetry data

e CMH for Command History Data %" %’

e AUXFPR®4 for Auxiliary data

087

Note: sub-directories are created for each APID under the TLM directory — . The format

used is:
e EMEXT<hex_apid> (e.g. EMEXT334 for APID 820 [51,4])°°"***

The files containing the data descriptions are stored in the DATADES directory. This is
split into four sub-directories for the data types:

e TLM_DES for Telemetry description files
e AUX_DES for Auxiliary Data description files
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e CMH_DES for Command History °®” %" description files

o DDS_DES directory that contains descriptions of the files that are specific to the DDS
system and the RDM, such as the directory listing file and the cumulative index files

The SOFTWARE sub-directory contains software routines delivered by ESOC to assist in
processing orbit data. These are listed in appendix H of this document.

Note that each RDM shall contain all files even if the files have zero size. This may occur
when there is no data for a particular date for a data source. Zero size files are included,
as this makes clear that there was no data for the data source in the time range. If a file is
completely missing then it immediately indicates a manufacturing error.

7.13.2 RDM File Naming Conventions

All the files on the RDM follow a particular file naming convention, this is so that if a file
should be copied from the RDM to another media with no knowledge of which directory it
came from, then the filename alone is enough to unambiguously identify the file.

The convention also allows for reconstitution of files that are split over multiple media.

- {Deleted: CR

The filenames have the following convention; ¢ %% 042

yyyymmdd-xxxxDDID-nn-i.ccc

yyyy Year of the date of generation of the RDM (e.g. 2003).

mm Month of the date of generation of the RDM (range 0— -12).

dd Day of the date of generation of RDM (range 01-28, 29, 30 or 31 depending
upon the month).

XXXX File number on RDM, used to uniquely identify each file.

DDID DDID part of the corresponding ADID (range 4 characters). In the case of
description files the corresponding data stream DDID is used.

nn The number (in hex) of the RDM set within the particular day (range 01-FF,
first RDM set= 1). This field will be the same for every file on any single RDM.
A set of RDMs is generated for each RDM generation request.

i The index number for the RDM in the set

cce Indicating catalogue or data file

e .cat for catalogues

e .dat for data

. - . ) . . 7| Deleted: The table below gives a list of
+Appendix A lists the auxiliary files and their associated data source values for the DDID part of the -~ | [0 e oiues for the 'DDID' filename

ADID segment: % %7
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For example, telemetry from the MEX (resp. VEX) spacecraft, from the APID 820
instrument with the first packet from *th April 2004, would reside in the directory:

IMEXI/TLM/A5104/ (resp. /IVEX/TLM/A5104)
relative to the root directory, and would have the filename:
20040427-0001T334-01-1.dat °****°

assuming that the file resided on the first RDM produced for that day, and was the original
RDM, i.e. not a reissue.

Similarly, the data description file for this data shall reside in the directory:
/DATADES/TLM_DES/A5104/

relative to the root directory, and would have the filename:
20040427-00017334-01-1.cat "***®

There are a small number of files whose names do not follow the convention defined
above, these are:

yymmddnv.LST RDM directory listing

yymmddnv.LSC RDM directory listing of files changed since last issue of this RDM
(empty for first issue)

yymmddnv.IDX Cumulative index file for RDM version control (see next section)

yymmddnv.LDD Data description file for RDM directory listings

yymmddnv.IDD Data description file for cumulative index file
yymmddnv.CDD Data description file for the catalogue LVO (Class K LVO) in the
VOLDESC file

yymmddnv.VDD Data description file for the volume production information LVO
(Class V LVO) in the VOLDESC file

VOLDESC.SFD Root SFDU file

onwards.

Product files are written, one by one, to an RDM until it is full. To fill an RDM, GDDS may
split the last file and place the remainder on the next RDM. The split can take place at an
arbitrary place in the file (such as the middle of a record). A split file must therefore be
fully reconstituted before it can be used.”“R %4

E also describes the difference between "span valid" auxnlary flles
data is applicable from the tlme of that packet up to the time of the next packet in the file,
and "point valid" auxiliary files °*” where a packet's data is applicable only at the packet
time.
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See Appendix D for a full list of all files that shall be delivered on each RDM and their

position in the directory structure.
Version Control

Text deleted — described behaviour not implemented.

Physical RDM Identification

Each RDM shall have a printed label in the top surface of the RDM. This label shall | I

identify the physical RDM for handling purposes. The format of the label shall be

DCR285
Mars Express (resp. Venus Express)

‘Robert-Bosch-Str. 5

D-64293 Darmstadt

yyyy-mm-dd

is the date range of the data on the RDM

is the version number of the RDM, (range A-Z, where A is the initial
release)

The volume label of the RDM will also use this format. For example, a RDM from 12"

h
December 2004 which is the second of three RDMs, and is the initiallissue would have

the following printed label and volume label:

20041212_2_3A

Data Description Information

Following the CCSDS SFDU standard, each file of data delivered is tagged (either

physically or via a pointer) with a label that includes an indicator of the data description
information that clearly defines the format of the data. This indicator is called the Authority
and Description Identifier or ADID. It indicates not only the particular description that
applies to the attached data, but also the space agency that archives and maintains the
description. For Rosetta, Mars Express, and Venus Express missions, all the raw data
descriptions are stored at ESOC, therefore of the 8 characters allocated to the ADID, the
first 4 (the Control Authority Identifier) are always "EROS",“EMEX" °“***! or “EVEX". The
remaining 4 characters are assigned by the mission as defined in Appendix A

So that the data on the RDMs is understandable without other external data sources or
repeated access back to ESOC for the registered descriptions, each RDM shall contain a
full copy of the data description information that is available, for all the data delivered on
that RDM. This includes all telemetry data, telemetry parameter definition data and
auxiliary data. For each of these sources of data the description data provided is of
varying degrees of detail, depending upon what is available to ESOC.

For the science telemetry, the description provided is at a relatively high level, with no
byte or bit level information. This is due to the fact that the inner details of the experiment
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packets lie in the domain of the Pls and not with ESOC. Therefore the data description
shall simply state the following:

e Which experiment and spacecraft the data originates from;

e The institute and contact point that is responsible for the experiment and therefore
the point of contact to get further details of the experiment data format.

e Any other more detailed information that can be provided by the Pls to explain the
data format.

For the auxiliary data, i.e. that data which is provided directly by ESOC, such as orbit and
attitude data, time calibration data etc. the full description of the data will be provided as
an ASCIl English text document. Essentially each auxiliary data file is described in
Appendix E, these descriptions will be registered at ESOC as Rosetta / MEX / VEX
ADIDs, and then co;;)ied onto each RDM. No further information will be required to fully
interpret this data. %
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Appendix A: Data Streams Available and ADIDs

This appendix lists all the data streams that are available from the DDS on-line and also
delivered on RDM. When a Pl requests a data stream on-line he specifies the data
source and data type. The data source and data-type are listed in the first 2 columns of
the table starting at the bottom of this page. The data type, which indicates a general
categorisation of the data content, must be one of the following:

MNEMONIC Data Type
CAT Catalogue data
AUX Auxiliary data
TLM Telemetry data ®
CMH Command History Data

As has alreadgl been stated, each packet of data delivered has a DDS packet header
attached to it.

All data delivered has a corresponding data description registered at ESOC, and
delivered on each RDM. The identifier of these data descrlptlons (called the ADID) is
shown in the fourth column for each of the available data streams, %7 041 959 DCR048

Data Source Data Data Description Title ADID
Type
DCR252 -
Common ROSETTA,MARS EXPRESS, and VENUS EXPRESS non-Auxiliary Data

- - Rosetta / MEX /VEX RDM directory tree listing format EROSDO001 or
EMEXD001 °*** or
EVExDo01 PCR#2

- - Rosetta / MEX / VEX RDM cumulative index file format EROSDO002 or
EMEXD002 °*** or
EVEXD002 PCR%?

- - Catalogue format for Rosetta / MEX / VEX off-line EROSDO003 or
delivery EMEXDO003 "°**** or
EVExD003 P°R%#2

- - Catalogue format for Rosetta / MEX / VEX on-line EROSDO004 or
delivery EMEXD004 °*** or
EVEXD004 P¢R%?

- - Acknowledgement format for Rosetta / MEX / VEX on- EROSDO005 or
line delivery EMEXD005 "°R™! or
EVEXD005 P°R#>?

- - Volume production information format for Rosetta / MEX EROSDO006 or
/ VEX off-line delivery EMEXD006 "°R™! or
EVEXD006 P°R%>?

- - Master catalogue of all Rosetta / MEX / VEX data EROSDO007 or
available EMEXD007 "™ or
EVEXD007 D°R#2

- - Catalogue of part of the Rosetta / MEX / VEX data EROSDO008 or
available EMEXD008 "°R™! or
EVEXDoog "°R#?

© Copyright European Space Agency, 2007



Rosetta/Mars Express/Venus Express Mission Control System (RMCS); 73
DDID
Data Delivery Interface Document 21/08/2007
RO-ESC-IF-5003, MEX-ESC-IF-5003, VEX-ESC-IF-5003 Issue C3
Data Source Data Data Description Title ADID
Type
<APID> TLM Telemetry data for a specific APID EROSTxxx or
EMEXTxxx °°F*** or
EVEXTxxx DCR22
<SuperAPID> TLM Telemetry data for a specific instrument (see below) EROSTxxx or
DCR195 EMEXTxxx "°R* or
EVEXTxxx DCR22
CMDH CMH Telecommand History Packets EROSCO001 or
EMEXC001 "“**** or
EVEXc001 PeR#2
CMDPF CMH | Telecommand History Printout (full mode) °<%** EROSC002 or
EMEXC002 "“**** or
EVExco02 PO
CMDPB CMH Telecommand History Printout (brief mode) "°~*? EROSC003 or
EMEXC003 "“**** or
EVEXc003 PCR%?
ROSETTA
-1 TLM Telemetry data for LCC R ESOSTLCC
-2 LM Telemetry data for RPC P°R!%® ESOSTRPC
-3 TLM Telemetry data for OSIRIS PCRA%® ESOSTOSI
-4 TLM Telemetry data for ALICE "C%*%® ESOSTALI
5 LM Telemetry data for MIRO "°F9° ESOSTMIR
-6 TLM Telemetry data for ROSINA CR*95 ESOSTROS
-7 TLM Telemetry data for COSIMA PCR*% ESOSTCOS
-8 TLM Telemetry data for CONSERT "C™%° ESOSTCON
-9 LM Telemetry data for VIRTIS PR ESOSTVIR
-10 TLM Telemetry data for GIADA PR30 EROSTGIA
-11 TLM RSOC (Ack Service 1) PCR316 EROSTRS1
-12 TLM RSOC (HK Service 3) 2R3 EROSTRS2
-13 LM RSOC (EV Service 5) "°R*1° EROSTRS3
-14 TLM RSOC (Dumps Service 6) "R EROSTRS4
-15 TLM RSOC (Sci Service 12) PCR31 EROSTRS5
-16 TLM RPC (Ack Service 1) "°7°¢7 ESOSTRP1
17 TLM RPC (HK Service 3) 2CR%%7 ESOSTRP2
-18 TLM RPC (EV Service 5) 2°7¢7 ESOSTRP3
-19 TLM RPC (Dumps Service 6) 2CR207 ESOSTRP4
-20 TLM RPC (Sci Service 12) "C7%67 ESOSTRP5
AGC1 AUX RS Automatic Gain Control datal from IFMS®R 24 EROSAGC1
AGC2 AUX RS Automatic Gain Control data2 from IFMSPR 248 EROSAGC2
ATNR AUX SIC attitude EROSATNR
ATPR AUX S/C attitude, medium term planning EROSATPR
CCHA AUX Comet Characteristics EROSCCHA
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Data Source Data Data Description Title ADID
Type
CENV AUX Cometary Environment EROSCENV
CKIN AUX Comet Kinematics EROSCKIN
CONF AUX Conflict File EROSCONF
D1FD AUX Doppler 1 Data File (for Flight Dynamics) °“~** EROSD1FD
D